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Today

A Everything you need to become a 133t problem solver

AThe topics may seem strange, dondt wor
AAsk questions, dondt be shy

A Silence is acceptance

A Sharing is caring

A 2222

A Profit!
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Agenda

A Mandatory intros

A Industrial methodologies
A Slow application examples
A Strace& Ltrace

A Vmstat& lostat

A Lsof

A 2977

A Profit!
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Pulse check

A Professional level

A Previous experience with scientific methodologies

A Mindset = this can be used for ANYTHING!




Basic rules

A Be methodical, bebe methodical
A Simple tools first
A Comparison to a healthy system

A You MUST have a baseline
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Design of Experiment

A Differs from classical model by changing several levels at the sarime
A Full factorial design- Factors Levels (low, high), Responses
A ANOVA analysis (manually or Excelald

A Fratio: variance between explained vs unexplained
between groups vs withirgroups

QN a ABIYROhE ©Q
0& Qmn awdidiE QR ©®Q

A Degreesof Freedom: F Distribution Table (online/Excel)

A P-Value (we want P < 0.05, 5% chance due to noise/random)
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Statistical Engineering

A Classical approach X Y

A Statistical approachY A X

A Analysis of variances

A Classical model has too many permutations

A E.g. 3 CPU, 3 memory, 3 disk settings; 3 x 3 x 3 = 27 experiments!
A Need to repeat at least 20 times for 95% confidence

A Look forhighestvariance in output, eliminate other parameters
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Component Search

A Good vs bad
A Change parts (physical/logical) one by one

A Check if response reversed

O O O O
O O O O
A B C D
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Pairwise Comparison

A Compare product A to B

A N x M tests

A How do you know which one is better?
A Binary comparisons N(XL)/2

A Sum A superior vs B superior
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Example

A Xclock two identical systems; system A, the clock launches in 1 sec, system B, the
clock launches in about 10 seconds. How would you debug this problem?
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Strace (trace system calls)

A -s <length> output length

A -0 output file

A -Tt timing of system calls and in between system calls
A 1 forks (follow, may require root osudo)

A -e trace specific system call (e.g. read)

A -p attach to running process

A ¢ summary

strace  <command line>
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Ltrace (trace library calls)

A -s <length> output length

A -0 output file

A -Tt timing of system calls and in between system calls
A 1 forks (follow, may require root osudo)

A -e trace specific system call (e.g. read)

A -p attach to running process

A ¢ summary

| trace <command line>
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Strace & Ltrace

A Slows down execution
A For race conditions, can skew timing and miss the error
A Not all processes can be traced (do not allow, permissions, traced/stopped)

A Ltrace can be intrusive and crash applications
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Strace, good system

E roger : bash <2>

i File Edit View Bookmarks Seitings Help

’roger@linux-aif3:~> strace -c xclock
% time seconds wusecs/call errors

.001397

.001365 mprotect
.001052 open
.000719 fstat

. 000463 poll
.000421 mmap
.000318 close
.000179 19 access
.000132 munmap
.000016 writev
. 000000 write

. 000000 6 stat

. 000000 lseek

. 000000 brk

. 000000 getpid
. 000000 socket
. 000000 connect

7
6.
S.
2.
2.
0.
0.
0.
0.
0.
0.
0.
0.
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Strace, bad system

D roger : strace

File Edit View Bookmarks Settings Help

roger@linux-aif3:~> strace -c xclock
seconds wusecs/call calls errors syscall

.012636
. 008928
. 008001
.007482
. 006033
. 005956
.005714
.001158
.000743
. 000624
. 000614
. 000453
. 000247
. 000205
.000185
. 000160
.000134
.000121
. 000000
. 000000
. 000000
. 000000

munmap
mmap
stat
close
fentl
fstat
read
getdents
poll
mprotect
write
brk

32 access
writev
link

13 chmod

13 unlink
lseek
getpid
socket
connect

[oloNoRNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNo]
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S.
1.
1,
1.
1.
0.
0.
0.
0.
0.
0.
0.
0.
0.
0.
0.
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Ltrace, good system

E:] roger : bash <2»

File Edit View Bookmarks Settings Help

*roger@linux-aif3:~> ltrace -c xclock
seconds wusecs/call calls function

.200116 200116
.080115 80115
. 057246 57246
. 025551 25551
. 022306 22306
. 008469 4234
. 005536 44
.005034 5034
.004310 34
. 002832 2832
.001978 989
.001447 361

XtCreateManagedwidget
XftFontOpenName
XtOpenApplication
XSetWMProtocols
setlocale
XCreateBitmapFromData
XRenderCompositeDoublePoly
XtRealizewWidget
XftDrawSrcPicture
XCloseDisplay
XInternAtom

XtGetGC

— —
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47.
18.
13.
6.
S.
2.
1
1.
L,
0.
0.
0.
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Ltrace, bad system

| roger : ttrace

File Edit View Bookmarks Settings Help

roger@linux-aif3:~> ltrace -c xclock
seconds wusecs/call calls function

. 908641 17908641
.019731 16019731
. 059982 59982
.023112 23112
.021342 21342
. 008574 4287
. 007340 59
.005701 5701
. 005058 40
. 002659 1329
. 001059 176
. 000915 228

XftFontOpenName
XtCreateManagedwidget
XtOpenApplication
setlocale
XSetWMProtocols
XCreateBitmapFromData
XRenderCompositeDoublePoly
XtRealizewWidget
XftDrawSrcPicture
XInternAtom

XtDisplay

XtGetGC

= =
N N
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0.
0.
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0.
0.
0.
0.
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Vmstat

A CPU and memory metrics

A Useful for real time debugging or logging/trending

ANot useful I f you do not know what o0s 1
A r/b running or blocked processes

A Swapping information

A cs, in, sy, us,wa percentage

A First line is systemaveragesince last reboot
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lostat

A 1/0 information and some CPU data
A Extended mode with additional metrics
A await time (normally less than Ims should be seen)

A oautil block device utilization
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Vmstat, good system

roger@Llinux-aif3:~> vmstat
memory W 1 -system- -
free  buff 1 1 in cs
225440 28 783740 479 636
225432 28 783740 1410 1705
223920 28 784236 1319 1791
223904 28 784220 452 459
223904 28 784220 1330 1646
224772 28 784220 1962 2492
224772 28 784220 959 1081
224772 28 784220 923 1108
224772 28 784220 324 300
224772 28 784220 360 284
ger@linux-aif3:~> i

©
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r
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Vmstat, bad system

roger@linux-aif3:~> vmstat
memory ---swap- - ] -system- -

free  buff s1 S0 1 in
228704 28 783132 479
228704 28 783132 1522
228580 28 783132 393
224844 28 783412 1319
222860 28 783416 2056
223488 28 783672 1463
223116 28 784052 1303
222248 28 784752 1530
222256 28 784752 1144
225596 28 784752 2226
225596 28 784752 1669
225596 28 784752 826
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Vmstat, summary

A Context switches, interrupts

A CPU activity, batch mode
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Problem summary

A Problem with fonts libraries
A Computation goes toward batch (fonts being rendered)

A Eventual root cause: problems witfontconfig cache permissions
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Lsof

A List open files
A FDtype (workdir, root dir, text segment, shared/data, x>xjrw)

A DEVICEum (http://www.kernel.org/pub/linux/docs/device ist/devices.txt)

A SIZE file size
A NODEnode number

A NAME object path
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http://www.kernel.org/pub/linux/docs/device-list/devices.txt
http://www.kernel.org/pub/linux/docs/device-list/devices.txt
http://www.kernel.org/pub/linux/docs/device-list/devices.txt

\Y/
view

Terminal  Help

adminfes]‘ﬁbshw

COMMAND PID
int 1
init
init
mnit
init
init
mnit
it

[ A W S W -

USER
root
root
root
root
root
root
root
root

(.”)rackspace@

TYPE
DIR
DIR
REG
REG
REG
REG
REG

FIFO

00 00 00

20

oo

S

SIZE/OFF
46896
4896

352690
14816
1439104
116764

ISERL
2

i L

ot

NAME

/shin/init
/1ib/11ibdl-2.16.1.50
/Tib/11bc-2.10.1.50
/1ib/libselinux,.so.l
/1ib/1d-2,19© C

fdev/initctl

. -
4,50




Lsof flags

A List open files

A -p per process

A -u per user

A d per file descriptor
A Many other flags

A See: http://www.dedoimedo.com/computers/Isof.html
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Problem example 2

A Java processes getting stuck
A Process trace not useful
A Stracereturns meaningless output

futex (0x562d0be8, FUTEX_ WAIT, 18119, NULL

A Lsof output:

java 11511 wuser 32u ipv4 1920022313 TCP

rogerbox:44332 - >rogerbox:22122 (SYN_SENT)
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Problem example 3

A What do you think happens here?
A How would you approach this issue?

1915 futex (Ox7fe7674808d0, FUTEX WAIT_PRIVATE,
4294967295, NULL <unfinished ...>

1914 futex (0x7fe767480890, FUTEX WAIT PRIVATE,
4294967295, NULL <unfinished ...>

1913 futex (0x7fe767480850, FUTEX WAIT PRIVATE,
4294967295, NULL <unfinished ...>
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Solve this!

A Observe following problend user A and user B try to do the same command on the
same host; for user A, it runs fast, for user B, it runs slow

strace -tt -T -e Istat /usr /bin/stat/ nfs /object.txt

14:04:54.032616 Istat ("/ nfs /object.txt",
{ st_ mode =S_IFREG]|0755,

st_size =291, ..}) = 0 <0.000069>

strace -tt -T -e Istat /usr /bin/stat/ nfs /object.txt

14:04:28.659680 Istat ("/ nfs /object.txt",
{ st mode =S_IFREG|0755,

st size =291, ...}) =0<0.011364>
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What Is the answer to life, the
Universe and everything?
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If there was a problem,
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Performance counters, good and bad

Performance counter stats for '/ usr /bin/stat / nfs /object.txt":

3.333125 task - clock - msecs # 0.455 CPUs

6 context - switches # 0.002 M/sec
0 CPU - migrations # 0.000 M/sec
326 page - faults # 0.098 M/sec
3947536 cycles # 1184.335 M/sec
2201811 instructions # 0.558 IPC
45294 cache - references # 13.589 M/sec

11828 cache - misses #  3.549 M/sec

0.007327727 seconds time elapsed
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Performance counter stats for '/ usr /bin/stat / nfs /object.txt":

14.167143 task - clock - msecs # 0.737 CPUs

7 context - switches # 0.000 M/sec

0 CPU - migrations # 0.000 M/sec

326 page - faults # 0.023 M/sec

17699949 cycles # 1249.366 M/sec

4424158 instructions # 0.250 IPC

304109 cache - references # 21.466 M/sec

60553 cache - misses #  4.274 M/sec

0.019216707 seconds time elapsed







