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Are security breaches common ?

of large organisations
74% of small businesses

had a security breach.

A Up from 81% a year ago.
A Up from 60% a year ago.

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/4
32412/bis-15-302-information_security breaches_survey 2015 -full-report.pdf

What made this incident the worst of the year?
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Carbanak

‘ Up to 100 financial institutions have been
hit.Total financial losses could be as a high as
Tweet | $1bn#TheSAS2015#Carbanak
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Each bank robbery took 2-4 months, from
infecting the first computer to cashing the
Tweet | money out #TheSAS2015 #Carbanak
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‘ ‘ Losses from #Carbanak per bank range from
$2.5 million to approximately $10 million
Tweet | #TheSAS2015

https://securelist.com/blog/research/68732/the -great-bank-robbery -the-carbanak-apt/




Corelntel

Corelntel is a part of ING Cyber Crime Resilience Programme
to structurally improve the capabilities for the cybercrime

A prevention
A detection and the
A response




The reasoning
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Measures against e-banking fraud, DDoS and Advanced Persistent Threats (APTS).
Threat intelligence allow to respond to, or even prevent, a cybercrime attack
(This kind of intelligence is available via internal and external parties and includes both
open and closed communities )
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Baselining network traffic/anomaly detection
Response to incidents (knowledge, tools, IT environment)
Automated feeds, automated analysis and historical data analysis




What Is there on the market nowadays ?
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The world 1s not enough
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Sothe challenge Isa
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Most of our data is within Europe

B Market leaders Benelux
B Challengers

B Growth markets

B Commercial Banking

9 ING.






