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Introduction

¸ Why a new hypervisor?

¸ Why Jailhouse on ARM64 / ARMv8?
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Modern Virtualization

Hypervisor

¸ A portable abstraction of a machine

VM
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Modern Virtualization

¸ Rich in features
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Modern Virtualization

¸  _]j ^a mqepa _kilhat
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Jailhouse: the hypervisor for safety

¸ Partitioning of hardware resources

¸ Certifiable

¸ Safe and secure

¸ Simple

¸ Less than 10k lines of code
CPU CPU CPU CPU
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Mdloɖ zkdwB

¸ Cell => guest in other hypervisors

¸ Root cell => host in KVM, Dom0 in Xen

¸ Inmate => guest software
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Advantages

¸ Real time

¸ Safety and isolation

¸ Low overheads (close to bare metal)
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Safety critical applications

¸ Industrial control

¸ Mixed criticality

¸ Automotive
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Beyond safety critical systems

¸ Linux based system + bare metal data plane

Å Secure

Å Predictable latencies

Å Low overhead

¸ Scalability concerns in large multi-core systems
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Beyond safety critical systems

¸ Data plane / control plane

separation
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Why Jailhouse on ARM64

¸ 64 bit instruction set for ARM

¸ Core count keeps increasing
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Partitioning a system 101

¸ Our building blocks

Å Linux module

Å Jailhouse firmware

Å Root cell configuration

Å Inmate cells configuration

+ inmate binaries
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Partitioning a system 101

¸ Our building blocks

Å Linux module

Å Jailhouse firmware

Å Root cell configuration

Å Inmate cells configuration

+ inmate binaries

× Load Jailhouse

× Interface with Jailhouse
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Partitioning a system 101

¸ Our building blocks

Å Linux module

Å Jailhouse firmware

Å Root cell configuration

Å Inmate cells configuration

+ inmate binaries

× Higher privilege level than Linux

× All the interesting stuff
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Partitioning a system 101

¸ Our building blocks

Å Linux driver

Å Jailhouse firmware

Å Root cell configuration

Å Inmate cells configuration

+ inmate binaries

× All hardware resources (initially) 

assigned to the host system
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Root cell configuration

¸ .cell binary built from C

¸ Hypervisor configuration

struct  {  

    struct jailhouse_system header;  

    ...  

} __attribute__((packed)) con fig = {  

    .header  = {  

        .signature  = JAILHOUSE_SYSTEM_SIGNATURE, 

        .hypervisor_memory  = {  

            .phys_start  = 0x82fc000000,  

            .size  =          0x4000000,  

        },  

        ...  

        .root_cell  = {  

            .name = "amd- seattle",  

            ...  
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Root cell configuration

¸ Hardware resources

    .mem_regions = {  

        /* gpio */ {  

            .phys_start  = 0xe0030000,  

            .vir t_start  = 0xe0030000,  

            .size  =           0x1000,  

            .flags  = JAILHOUSE_MEM_READ | JAILHOUSE_MEM_WRITE | 

                JAILHOUSE_MEM_IO, 

        },  

        /* gpio */ {  

            .phys_start  = 0xe0080000,  

            .virt_start  = 0xe0080000,  

            ...  



Huawei Technologies Duesseldorf GmbH 20

Root cell configuration

¸ On x86 can be automatically generated

¸ On ARM: write it yourself

Å Device tree information

Å /proc/iomem

¸ Provided configurations

Å ARMv8 Foundation model (simulation)

Å A real hardware target
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Partitioning a system 101

¸ Our building blocks

Å Linux module

Å Jailhouse firmware

Å Root cell configuration

Å Inmate cells configuration

+ inmate binaries

× Resources assigned to a cell

× Provided examples

× Binary built to be run from within a 

cell
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Video demo
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How to port a Hypervisor

¸  pk =NI 20 ^ep lnk_aookno

Å Hardware virtualization support

Å Portability of Jailhouse
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How to port a Hypervisor

¸ Currently supported

Å Any ARM 64 bit core with virtualization extensions

Å GICv2 interrupt controller
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ARM64 Privilege Levels

EL0 User
Applications

EL1 Kernel
Root cell (Linux)

Inmate cells

EL2 Hypervisor
Jailhouse

EL3 Monitor


