
Copyright © 2016  NTT Corp. All Rights Reserved. 

Boost UDP Transaction 
Performance  

Toshiaki Makita  
NTT Open Source Software Center  



2 Copyright © 2016  NTT Corp. All Rights Reserved. 

ÅBackground  

 

ÅBasic technologies for network performance  

 

ÅHow to improve UDP performance  

Today's topics  
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ÅLinux kernel engineer at NTT Open Source 
Software Center  

 

ÅTechnical support for NTT group companies  

 

ÅActive patch submitter on kernel networking 
subsystem  

Who is Toshiaki Makita?  
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Background  
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ÅServices using UDP  

ÅDNS 

ÅRADIUS  

ÅNTP 

ÅSNMP 

Å...  

 

ÅHeavily used by network service providers  

UDP transactions in the Internet  
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ÅEthernet bandwidth evolution  

Å10M - > 100M - > 1G - > 10G - > 40G - > 100G - > ...  

Å10G (or more) NICs are getting common on commodity 
servers  

 

ÅTransactions in 10G network  

ÅIn the shortest packet case:  

ÅMaximum 14,880,952 packets /s *1  

ÅGetting hard to handle in a single server...  

Ethernet Bandwidth and Transactions  

*1 shortest ethernet  frame size 64bytes + preamble+IFG  20bytes = 84 bytes = 672 bits  
     10,000,000,000 / 672 = 14,880,952  
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ÅUDP payload sizes  
ÅDNS 
ÅA/AAAA query: 40~ bytes  

ÅA/AAAA response: 100~ bytes  

ÅRADIUS  
ÅAccess- Request: 70~ bytes  

ÅAccess- Accept: 30~ bytes  

ÅTypically 100~ bytes with some attributes  

 

ÅIn many cases 100~ bytes  

 

Å100 bytes transactions in 10G network  
ÅMax 7,530,120 transactions /s *1  

ÅLess than shortest packet case, but still challenging  

How many transactions to handle?  

*1 100 bytes + IP/UDP/Ether headers 46bytes + preamble+IFG  20bytes = 166 bytes = 1328 bits  
     10,000,000,000 / 1328 = 7,530,120  



8 Copyright © 2016  NTT Corp. All Rights Reserved. 

Basic technologies for  

network performance  

(not only for UDP)  
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ÅTSO/GSO/GRO  

ÅPacket segmentation/aggregation  

ÅReduce packets to process within server  

ÅApplicable to TCP *1  (byte stream)  

ÅNot applicable to UDP *2  (datagram)  

ÅUDP has explicit boundary between datagrams  

ÅCannot segment /aggregate packets  

Basic technologies for network performance  

TCP 

UDP 

byte stream  

datagram  

TSO/GSO 
(segmentation)  

GRO 
(aggregation)  

MTU 
size 

Tx Server  Rx Server  

:<
 

*1 TCP in UDP tunneling (e.g. VXLAN) is OK as well  
* 2 Other than UFO, which is rarely implemented on physical NICs  

Great performance gain!  

Not applicable  
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ÅRSS 

ÅScale network Rx processing in multi - core server  

ÅRSS itself is a NIC feature  

ÅDistribute packets to multi - queue in a NIC  

ÅEach queue has a different interrupt vector  
(Packets on each queue can be processed by different core)  

ÅApplicable to TCP/UDP  

ÅCommon 10G NICs have RSS  

Basic technologies for network performance  

NIC 

rx  queue  

rx  queue  

Core 

Core 

packets  

RSS 
:)

 

interrupt  
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Å100 bytes UDP transaction performance  

ÅMeasured by simple *1  (multi - threaded) echo server  

ÅOS: kernel 4.6.3  (in RHEL 7.2 environment )  

ÅMid - range commodity server with 20 cores  and 10G  NIC:  

ÅNIC: Intel 82599ES (has RSS, max 64 queues )  

ÅCPU: Xeon E5 - 2650 v3 (2.3 GHz 10 cores) * 2 sockets  
        Hyper - threading off (make analysis easy, enabled later)  

ÅResults: 270,000  transactions /s ( tps ) (approx. 360Mbps )  

Å3.6%  utilization of 10G bandwidth  

 

Performance with RSS enabled NIC  

echo server  

thread  thread  thread  x 20  

UDP 
socket  

bulk 100bytes  UDP packets *1  

echo back  
*1 create as many threads as core num  
     each thread just calls recvfrom () and sendto ()  
*2 There is only 1 client (IP address).  
     To spread UDP traffic on the NIC, RSS is configured  
                 to see UDP port numbers. This setting is not  
                 needed for common UDP servers.  
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How to improve this?  
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Åsar  - u ALL - P ALL 1  

 

 

 

 

 

 

 

 

 

Åsoftirq  (interrupt processing) is performed only 
on NUMA Node 0, why?  
Åalthough we have enough (64) queues for 20 cores...  

Identify bottleneck  

19:57:54        CPU      % usr      %nice      %sys   % iowait     %steal      % irq      %soft    %guest    % gnice      %idle  
19:57:54        all      0.37      0.00     42.58      0.00      0.00      0.00     50.00      0.00      0.00      7.05  
19:57:54          0      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
19:57:54          1      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
19:57:54          2      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
19:57:54          3      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
19:57:54          4      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
19:57:54          5      1.82      0.00     83.64      0.00      0.00      0.00      0.00      0.00      0.00     14.55  
19:57:54          6      0.00      0.00     87.04      0.00      0.00      0.00      0.00      0.00      0.00     12.96  
19:57:54          7      0.00      0.00     85.19      0.00      0.00      0.00      0.00      0.00      0.00     14.81  
19:57:54          8      0.00      0.00     85.45      0.00      0.00      0.00      0.00      0.00      0.00     14.55  
19:57:54          9      0.00      0.00     85.19      0.00      0.00      0.00      0.00      0.00      0.00     14.81  
19:57:54         10      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
19:57:54         11      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
19:57:54         12      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
19:57:54         13      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
19:57:54         14      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
19:57:54         15      1.82      0.00     83.64      0.00      0.00      0.00      0.00      0.00      0.00     14.55  
19:57:54         16      0.00      0.00     87.04      0.00      0.00      0.00      0.00      0.00      0.00     12.96  
19:57:54         17      1.82      0.00     83.64      0.00      0.00      0.00      0.00      0.00      0.00     14.55  
19:57:54         18      0.00      0.00     85.45      0.00      0.00      0.00      0.00      0.00      0.00     14.55  
19:57:54         19      0.00      0.00     85.45      0.00      0.00      0.00      0.00      0.00      0.00     14.55  

Node 0  

Node 1  
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ÅRSS distributes packets to rx - queues  

ÅInterrupt destination of each queue is  
determined by /proc / irq /< irq >/ smp_affinity  

 

 

 

 

 

Åsmp_affinity  is usually set by irqbalance  
daemon  

softirq  (interrupt processing) with RSS  

NIC 

rx  queue  

rx  queue  

Core 

Core 

packets  

RSS 

smp_affinity  

interrupt  
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Åsmp_affinity *1  

 

 

 

 

 

 

 

 

Åirqbalance  is using only Node 0  
(cores 0 - 4, 10 - 14)  

ÅCan we change this?  

Check smp_affinity  

$ for (( irq =105; irq <=124; irq ++)); do 
>   cat /proc/ irq /$ irq / smp_affinity  
> done  
01000 - > 12  - > Node 0  
00800 - > 11  - > Node 0  
00400 - > 10 - > Node 0  
00400 - > 10 - > Node 0  
01000 - > 12 - > Node 0  
04000 - > 14 - > Node 0  
00400 - > 10 - > Node 0  
00010 - >  4 - > Node 0  
00004 - >  2 - > Node 0  
02000 - > 13 - > Node 0  

04000 - > 14 - > Node 0  
00001 - >  0 - > Node 0  
02000 - > 13 - > Node 0  
01000 - > 12 - > Node 0  
00008 - >  3 - > Node 0  
00800 - > 11 - > Node 0  
00800 - > 11 - > Node 0  
04000 - > 14 - > Node 0  
00800 - > 11 - > Node 0  
02000 - > 13 - > Node 0  

*1 irq  number can be obtained from /proc/interrupts  



16  Copyright © 2016  NTT Corp. All Rights Reserved. 

ÅSome NIC drivers provide affinity_hint  

 

 

 

 

 

 

 

 

 

Åaffinity_hint  is evenly distributed  

ÅTo honor the hint, add " - h exact" option to 
irqbalance  (via / etc / sysconfig / irqbalance , etc.) *1  

Check affinity_hint  

$ for (( irq =105; irq <=124; irq ++)); do 
>   cat /proc/ irq /$ irq / affinity_hint  
> done  
00001 - > 0  
00002 - > 1  
00004 - > 2  
00008 - > 3  
00010 - > 4  
00020 - > 5  
00040 - > 6  
00080 - > 7  
00100 - > 8  
00200 - > 9  

00400 - > 10  
00800 - > 11  
01000 - > 12  
02000 - > 13  
04000 - > 14  
08000 - > 15  
10000 - > 16  
20000 - > 17  
40000 - > 18  
80000 - > 19  

*1 If your NIC doesn't provide hint, you can use " - i" option or stop irqbalance  to set their affinity manually  
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ÅAdded " - h exact" and restarted irqbalance  

 

 

 

 

 

 

 

 

 

ÅWith hint honored, irqs  are distributed to all 
cores  

Change irqbalance  option  

$ for (( irq =105; irq <=124; irq ++)); do 
>   cat /proc/ irq /$ irq / smp_affinity  
> done  
00001 - > 0  
00002 - > 1  
00004 - > 2  
00008 - > 3  
00010 - > 4  
00020 - > 5  
00040 - > 6  
00080 - > 7  
00100 - > 8  
00200 - > 9  

00400 - > 10  
00800 - > 11  
01000 - > 12  
02000 - > 13  
04000 - > 14  
08000 - > 15  
10000 - > 16  
20000 - > 17  
40000 - > 18  
80000 - > 19  
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Åsar  - u ALL - P ALL 1  

 

 

 

 

 

 

 

 

 

ÅThough irqs  looks distributed evenly,  
core 16 - 19 are not used for softirq ...  

ÅNodes look irrelevant this time  

Change irqbalance  option  

20:06:07        CPU      % usr      %nice      %sys   % iowait     %steal      % irq      %soft    %guest    % gnice      %idle  
20:06:07        all      0.00      0.00     19.18      0.00      0.00      0.00     80.82      0.00      0.00      0.00  
20:06:07          0      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:06:07          1      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:06:07          2      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:06:07          3      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:06:07          4      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:06:07          5      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:06:07          6      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:06:07          7      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:06:07          8      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:06:07          9      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:06:07         10      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:06:07         11      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:06:07         12      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:06:07         13      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:06:07         14      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:06:07         15      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:06:07         16      0.00      0.00    100.00      0.00      0.00      0.00      0.00      0.00      0.00      0.00  
20:06:07         17      0.00      0.00    100.00      0.00      0.00      0.00      0.00      0.00      0.00      0.00  
20:06:07         18      0.00      0.00    100.00      0.00      0.00      0.00      0.00      0.00      0.00      0.00  
20:06:07         19      0.00      0.00     93.33      0.00      0.00      0.00      6.67      0.00      0.00      0.00  

Node 0  

Node 1  
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Åethtool  - S*1  

 

 

 

 

 

 

 

 

 

ÅRevealed RSS has not distributed packets to 
queues 16 - 19  

Check rx -queue stats  

$ ethtool  - S ens1f0 | grep ' rx_queue _.*_packets'  
     rx_queue_0_packets: 198005155  
     rx_queue_1_packets: 153339750  
     rx_queue_2_packets: 162870095  
     rx_queue_3_packets: 172303801  
     rx_queue_4_packets: 153728776  
     rx_queue_5_packets: 158138563  
     rx_queue_6_packets: 164411653  
     rx_queue_7_packets: 165924489  
     rx_queue_8_packets: 176545406  
     rx_queue_9_packets: 165340188  
     rx_queue_10_packets: 150279834  
     rx_queue_11_packets: 150983782  
     rx_queue_12_packets: 157623687  
     rx_queue_13_packets: 150743910  
     rx_queue_14_packets: 158634344  
     rx_queue_15_packets: 158497890  
     rx_queue_16_packets: 4  
     rx_queue_17_packets: 3  
     rx_queue_18_packets: 0  
     rx_queue_19_packets: 8  

*1 Output format depends on drivers  
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ÅRSS has indirection table which determines to 
which queue it spreads packets  

ÅCan be shown by ethtool  - x  

 

 

 

 

 

 

 

 

 

ÅOnly rx - queue 0 - 15 are used, 16 - 19 not used  

RSS Indirection Table  

$ ethtool  - x ens1f0  
RX flow hash indirection table for ens1f0 with 20 RX ring(s):  
    0:      0     1     2     3     4     5     6     7  
    8:      8     9    10    11    12    13    14    15  
   16:      0     1     2     3     4     5     6     7  
   24:      8     9    10    11    12    13    14    15  
   32:      0     1     2     3     4     5     6     7  
   40:      8     9    10    11    12    13    14    15  
   48:      0     1     2     3     4     5     6     7  
   56:      8     9    10    11    12    13    14    15  
   64:      0     1     2     3     4     5     6     7  
   72:      8     9    10    11    12    13    14    15  
   80:      0     1     2     3     4     5     6     7  
   88:      8     9    10    11    12    13    14    15  
   96:      0     1     2     3     4     5     6     7  
  104:      8     9    10    11    12    13    14    15  
  112:      0     1     2     3     4     5     6     7  
  120:      8     9    10    11    12    13    14    15  

flow hash  
(hash value  
from packet  

header)  

rx -queue 
number  
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ÅChange to use all 0 - 19?  
 
 
ÅThis NIC's max rx - queues in the indirection table is 

actually 16 so we cannot use 20 queues  
Åalthough we have 64 rx - queues...  

 
ÅUse RPS instead  
ÅSoftware emulation of RSS  

RSS Indirection Table  

# ethtool  - X ens1f0 equal 20  
Cannot set RX flow hash configuration: Invalid argument  

NIC 

rx  queue  

rx  queue  

Core 

Core 

packets  

RSS 

Core 

softirq  
backlog  

softirq  
backlog  

softirq  
backlog  

RPS 

softirq  

interrupt  
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ÅThis time I spread flows from rx - queue 6 - 9 to 
core 6 - 9 and 16 - 19  

ÅBecause they are all in Node 1  

Årx - queue 6 - > core 6, 16  

Årx - queue 7 - > core 7, 17  

Årx - queue 8 - > core 8, 18  

Årx - queue 9 - > core 9, 19  

 

 

 

Use RPS  

# echo 10040 > / sys/class/net/ens1f0/queues/rx - 6/ rps_cpus  
# echo 20080 > / sys/class/net/ens1f0/queues/rx - 7/ rps_cpus  
# echo 40100 > / sys/class/net/ens1f0/queues/rx - 8/ rps_cpus  
# echo 80200 > / sys/class/net/ens1f0/queues/rx - 9/ rps_cpus  
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Åsar  - u ALL - P ALL 1  

 

 

 

 

 

 

 

 

 

Åsoftirq  is almost evenly distributed  

Use RPS  

20:18:53        CPU      % usr      %nice      %sys   % iowait     %steal      % irq      %soft    %guest    % gnice      %idle  
20:18:54        all      0.00      0.00      2.38      0.00      0.00      0.00     97.62      0.00      0.00      0.00  
20:18:54          0      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:18:54          1      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:18:54          2      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:18:54          3      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:18:54          4      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:18:54          5      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:18:54          6      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:18:54          7      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:18:54          8      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:18:54          9      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:18:54         10      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:18:54         11      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:18:54         12      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:18:54         13      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:18:54         14      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:18:54         15      0.00      0.00      0.00      0.00      0.00      0.00    100.00      0.00      0.00      0.00  
20:18:54         16      0.00      0.00     15.56      0.00      0.00      0.00     84.44      0.00      0.00      0.00  
20:18:54         17      0.00      0.00      6.98      0.00      0.00      0.00     93.02      0.00      0.00      0.00  
20:18:54         18      0.00      0.00     18.18      0.00      0.00      0.00     81.82      0.00      0.00      0.00  
20:18:54         19      2.27      0.00      6.82      0.00      0.00      0.00     90.91      0.00      0.00      0.00  
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ÅNow thanks to affinity_hint  and RPS, we 
succeeded to spread flows almost evenly  

 

ÅPerformance change  

ÅBefore: 270,000  tps  (approx. 360Mbps )  

ÅAfter:     17,000  tps  (approx .   23Mbps )  

 

ÅGot worse...  

 

ÅProbably the reason is too heavy softirq  

Åsoftirq  is almost 100% in total  

ÅNeed finer - grained profiling than sar  

RSS & affinity_hint  & RPS  



25  Copyright © 2016  NTT Corp. All Rights Reserved. 

Åperf  

ÅProfiling tool developed in kernel tree  

ÅIdentify hot spots by sampling CPU cycles  

 

ÅExample usage of perf  

Åperf record - a - g --  sleep 5  

ÅSave sampling results for 5 seconds to perf.data  file  

 

ÅFlameGraph  

ÅVisualize perf.data  in svg  format  

Åhttps:// github.com/brendangregg/FlameGraph  

Profile softirq  
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ÅFlameGraph  of CPU0 *1  

Åx- axis (width): CPU consumption  

Åy- axis (height): Depth of call stack  

 

 

 

 

 

 

 

Åqueued_spin_lock_slowpath : lock is contended  

Åudp_queue_rcv_skb : aquires  socket lock  

Profile softirq  

*1 I filtered call stack under irq  context from output of perf script to make the chart easier to see  
     irq  context is shown as "interrupt" here  

queued_spin_lock_slowpath  

udp_queue_rc v_skb  
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ÅEcho server has only one socket bound to a 
certain port  

Åsoftirq  of each core pushes packets into socket 
queue concurrently  

 

 

 

 

 

 

 

Åsocket lock gets contended  

Socket lock contention  

NIC 

rx  queue  

rx  queue  

Core 

Core 

packets  

Core 

softirq  
backlog  

softirq  
backlog  

softirq  
backlog  

softirq  

UDP 
socket  

lock  
contention!!  interrupt  

RPS 
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ÅSplit sockets by SO_REUSEPORT  

ÅIntroduced by kernel 3.9  

 

 

 

 

 

ÅSO_REUSEPORT allows multiple UDP sockets 
to bind the same port  

ÅOne of the sockets is chosen on queueing each packet  

Avoid lock contention  

NIC 

rx  queue  

rx  queue  

Core 

Core 

packets  

Core 

softirq  
backlog  

softirq  
backlog  

softirq  
backlog  

UDP 
socket  

UDP 
socket  

UDP 
socket  

int  on = 1;  
int  sock = socket(AF_INET, SOCK_DGRAM, 0);  
setsockopt (sock,  SOL_SOCKET, SO_REUSEPORT, &on, sizeof (on));  
bind(sock, ...);  

socket  
selector  

*1  

*1 select a socket by flow (packet header) hash by default  

interrupt  

RPS 
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Åsar  - u ALL - P ALL 1  

 

 

 

 

 

 

 

 

 

ÅCPU consumption in softirq  became some more 
reasonable  

Use SO_REUSEPORT  

20:44:33        CPU      % usr      %nice      %sys   % iowait     %steal      % irq      %soft    %guest    % gnice      %idle  
20:44:34        all      3.26      0.00     37.23      0.00      0.00      0.00     59.52      0.00      0.00      0.00  
20:44:34          0      3.33      0.00     28.33      0.00      0.00      0.00     68.33      0.00      0.00      0.00  
20:44:34          1      3.33      0.00     25.00      0.00      0.00      0.00     71.67      0.00      0.00      0.00  
20:44:34          2      1.67      0.00     23.33      0.00      0.00      0.00     75.00      0.00      0.00      0.00  
20:44:34          3      3.28      0.00     32.79      0.00      0.00      0.00     63.93      0.00      0.00      0.00  
20:44:34          4      3.33      0.00     33.33      0.00      0.00      0.00     63.33      0.00      0.00      0.00  
20:44:34          5      1.69      0.00     23.73      0.00      0.00      0.00     74.58      0.00      0.00      0.00  
20:44:34          6      3.28      0.00     50.82      0.00      0.00      0.00     45.90      0.00      0.00      0.00  
20:44:34          7      3.45      0.00     50.00      0.00      0.00      0.00     46.55      0.00      0.00      0.00  
20:44:34          8      1.69      0.00     37.29      0.00      0.00      0.00     61.02      0.00      0.00      0.00  
20:44:34          9      1.67      0.00     33.33      0.00      0.00      0.00     65.00      0.00      0.00      0.00  
20:44:34         10      1.69      0.00     18.64      0.00      0.00      0.00     79.66      0.00      0.00      0.00  
20:44:34         11      3.23      0.00     35.48      0.00      0.00      0.00     61.29      0.00      0.00      0.00  
20:44:34         12      1.69      0.00     27.12      0.00      0.00      0.00     71.19      0.00      0.00      0.00  
20:44:34         13      1.67      0.00     21.67      0.00      0.00      0.00     76.67      0.00      0.00      0.00  
20:44:34         14      1.67      0.00     21.67      0.00      0.00      0.00     76.67      0.00      0.00      0.00  
20:44:34         15      3.33      0.00     35.00      0.00      0.00      0.00     61.67      0.00      0.00      0.00  
20:44:34         16      6.67      0.00     68.33      0.00      0.00      0.00     25.00      0.00      0.00      0.00  
20:44:34         17      5.00      0.00     65.00      0.00      0.00      0.00     30.00      0.00      0.00      0.00  
20:44:34         18      6.78      0.00     54.24      0.00      0.00      0.00     38.98      0.00      0.00      0.00  
20:44:34         19      4.92      0.00     63.93      0.00      0.00      0.00     31.15      0.00      0.00      0.00  
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Åbefore  

 

 

 

 

 

Åafter  

 

 

 

 
 

 

                      Userspace  starts to work  

Use SO_REUSEPORT  

Interrupt processing ( irq )  

Interrupt processing ( irq )  

userspace  
thread  

(sys, user)  
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ÅPerfomance  change  

ÅRSS:        270,000 tps  (approx.   360Mbps)  

Å+ affinity_hint+RPS :        17,000 tps  (approx .     23Mbps)  

Å+SO_REUSEPORT:  2,540,000  tps  ( approx. 3370Mbps )  

 

ÅGreat improvement!  

Åbut...  

Use SO_REUSEPORT  
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ÅMore analysis  

 

 

 

 

 

 

 

 

ÅSocket lock is still contended  

Use SO_REUSEPORT  

queued_spin_lock_slowpath  
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ÅSO_REUSEPORT uses flow hash to select 
queue by default  

ÅSame sockets can be selected by different 
cores  

 

 

 

 

 

 

ÅSocket lock still gets contended  

Socket lock contention again  

NIC 

rx  queue  

rx  queue  

Core1  

Core2  

packets  

Core0  

softirq  
backlog  

softirq  
backlog  

softirq  
backlog  

UDP 
socket0  

UDP 
socket1  

UDP 
socket2  

socket  
selector  

interrupt  

select queue by flow hash  

lock  
contention!!  

RPS 


