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Why Data Model-Driven Management?

A APIs derived from the data models:

A Data models = definitions and constraints
A The protocol: NETCONF, RESTCONF, GRPC
A The encoding: JSON, XML, protobuf

A The programming language: Python, Ruby, Java, C, Erlang, ...

A Industry focusing on YANG as the data modeling language for
services and devices

BRKNMS-2032 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public 3



Data Models Driven Set of APIs

Explorer | Values L Operation
¥ Rietf-interfaces
¥ Einterfaces
¥ Sinterface
& name GigabitEthemet0
# description Test
e ianaiftethermetCs
& enabled true

¥ jink-up-down-trap-enable
» £ cisco-acl:in-access-lists
» & cisco-acl:out-access-lists
* & target:diffserv-target-entry
» Eipipvd
> Tipiipvé
* & interfaces-state
L= ﬂietf'—muﬁng
* Riotf-systam

@ MetConf O RestConf RPC Capabilities

Encoding | Console |

import time

import oa

import logging

i rt uniceast

from cretconf import testmodel

gat_conflg rpc = ""<rpe pegsage-id="101%

¥mlns="um: lecf:parama:xml ;narnetoonf-base:l. 0"
<get-config>»

<gourcercrunning/></acurce

<f lter>

<interfaces xmlns="urn:ietf:parans:xml:ns:yang:ietf-interfaces” >
<intarface>

<pame>»Gi gabftBe herne &0/ 0< / name >
<description>Test</description>

<type xmlnsrianaift="urn:ietf:parass:xml:nsiyang:iana=1if=
cype~>ianal e :etherne tCamacd </t ypor

<anabled>t roa</enabl ed>»

<linterfaces
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Data Model-Driven Management

A Scripting: easy to create, hard to maintain/clean-up
=> Data model-driven set of APIs

Data Models = APIs

A However,
Automation is as good as your data

models and your toolchains
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Generation of Model-Driven APIs Using YANG

Development Kit (YDK)

YDK

YDK-gen
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Non Standard
Possible links

Data Model Language YANG

(schema language) 1

Data Modeling YANG Data Model

(schema)

(I%sré(i%?iigagtion) ProtoBuf | | Thrift
Protocol NETCONF RESTCONF | | GRPC (HTTP/2)
Application YANG Development Kit

Prog. Language Python C++ Any language
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Data Model Driven Management: Example

GET : Gets a resource

Acting oNn resources GET /restconf/data/ ‘interfaces i

| GET /restconf/data/ interfaces/interface/<some

' name> i

Module iy - interfaces { B o '

{n amespace o@oicmtmemiyaceso; POSTCreatesaresourceorlnvokeoperatlon _______
POST /restconf/operations/ -flap-interface

container interfaces
ISt inteftace
key name;

+ JSON/XML Form Data (including name)

______________________________________________________________________________

_staws {gpe  enum} pyT : Replaces a resource

——————————————————————————————————————————————————————————————————————————————

PUT /restconf/data/ ‘interfaces/interface/<some

leaf admin

rpc [f!ap - interface {

oot name=> + JSON/XML Form Data (name, admin-status
leaf n@ype string; } b ( ------------------------ ) """""
buput DELETE: Removesaresource
leaf ressult { type boolean ;} | DELETE /restconf/data/ i
| } i ‘interfaces/interface/<some name> i
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RESTCONF versus NETCONF: Summary

A RESTCONF: no notion of transaction

A RESTCONF: no notion of lock

A RESTCONF: no notion of candidate config and commit

A RESTCONF: so no notion of two phase commit

A RESTCONF: no <copy-config>

A RESTCONF: some more granularity for query => "config", "nonconfigfi , " al
A RESTCONF: XML or JSON (while NETCONF is XML only)

NETCONF might be better for router and switches
RESTCONF might be better for controller north-bound interface
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YANG Tsunami in the Industry
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http://www.etsi.org/technologies-clusters/technologies/nfv
http://www.etsi.org/technologies-clusters/technologies/nfv

IETF draft-ietf-netmod-yang-model-classification

Data Model Location and Type

| Operations and Business |
| Support Systems |

| (055/BSS) |
________ ++ - Native models
Network Service YANG data models - Standard mode|s
— : — - [ : - Proprietary
R T e T B extensions to
L ! L ! L ! standard models
________________________________ - Operator defined
Network Element YANG data models SerVICeS
- + A + A I +
: MFPLS } : BGF : : IPvd & IPv6 : : Ethernet :
R R R R ;
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IETF: Timeline of Important Specifications | ETF

NETCONF 1.0, SSH Mapping
RFC4741, RFC4742

December 2006 Common YANG Data Types Routing Management
RFC6991 RFC8022
JU'y 2013 November 2016
Tqﬁ‘:'\é%olzg Interface and IP Modules JSON Encoding
October 2010 RFC7223, RFC7277 RFC7951
May, June 2014 August 2016
NETCONF 1.1 RESTCONF Protocol
JREC%‘E RESTCONF
une January 2017
NETCONF Access Control NETCONF over TLS + x.509

March 2012 October 2016
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IETF: YANG Models Growth 1l ETF

IETF YANG Modules: Compilation Results

250
200 koo ______________ _____________ ____________ __________ AAAAAAAAAA ,,,,,,,,,,, ,,,,,,,,,,,,,
8 ol 1 New YANG validator
§ Active help to authors
< 100}
? pyang 1.6 (YANG 1.1)
R
01\0“

http://claise.be/IETFYANGPageCompilation.png
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|IETF Drafts with YANG Modules

Vendors:
A Cisco: 74
A Huawei: 71
A Juniper: 46
A Ericsson: 25
A Ciena: 14
A ZTE: 8
A Brocade: 6
A Infinera: 6
A Metaswitch: 5
A Alcatel-Lucent: 4
A Intel: 1

Operators:
A Orange: 13
A Telefonica: 6
A DT 4
A Level 3: 4
A Google: 2
A Verizon: 2
A AT&T: 2

A China
Mobile: 2

A China
Unicom: 1

A Softbank: 1

ARNYANGO
A Yumarkworks: 6
A Tail-f: 5

C omp

an

ETF

€ S .
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IETF Focus |l ETF

A YANG language definition
A Protocols (NETCONF, RESTCONF) and encoding (JSON, XML)
A Data Model-driven Telemetry with Pub Sub

A Network elements / technology YANG models
A Main focus: routing

A Only two service YANG models (by choice):
A L3VPN, with RFC 8049
A L2VPN chartered

A Location
A REC-based YANG modules
A Draft-based YANG modules (extracted from drafts!)
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https://datatracker.ietf.org/wg/l2sm/charter/
http://www.claise.be/IETFYANGOutOfRFC.html
http://www.claise.be/IETFYANGPageCompilation.html

IETF Focus: Pub/Sub

(Telemetry)

| draft-ietf-netconf-yang-push

draft-ietf-netconf-subscribed-notifications

draft-voit-netmod-yang-notifications2

draft-ietf-netconf-event-netconf

draft-ietf-netconf-event-restconf

Subscribed Notifications

*Dynamic & Configured subscriptions
*Multiple subscriptions / transport
*Multiple configured receivers
*Establish, modify, delete, kill RPC
*State change notifications
*Suspend/resume

*Filtering full notifications

Stream discovery

Replay (and start time negotiation)
Prioritization

Monitoring / reporting

QoS

Error responses

YANG Datastore Push

*Datastore on-change and periodic triggers
*Filtering objects within a notification
sAuthorization model per object

*Sending of full YANG trees or yang-patch

» Tagging of partial updates

» Tagging of on-change object support

* Negotiation of filters and period lengths
* More error responses

YANG Notifications2

*Bundled records and record types

*Encapsulation Headers objects: Signature, de-duplication, severity, originator

NETCONF Transport for Subscribed
Notifications
*Transport mapping

RESTCONF & HTTP2 Transport for Subscribed Notifications

*Transport mappings (including HTTP2 QoS)
*Heartbeats and clean-up

ETF
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¥ IEEE
IEEE b ek
A 802.1

A Two active YANG projects in progress: 802.1Xck (Port-Based Network
Access Control Amendment: YANG Data Model) and 802.1Qcp (Bridges
and Bridged Networks Amendment: YANG Data Model)

A Initial work on a LAG (802.1AX) YANG model has been started as part of
the next amendment to 802.1AX.
A 802.3:
A Approved a study group: Standard for Ethernet YANG Data Model
Definitions
A Regular IETF/IEEE coordination calls

A Location
A https://github.com/YangModels/yang/tree/master/standard/ieee
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aProadbqnd
orum
Broadband Forum

A 192 YANG modules
A Common: subscriber, interfaces, ethernet, PPPOE, etc.

A Fiber to the Distribution Point (FTTdp) Distribution Point Unit (DPU): FastDSL
(FAST/VDSL container), G.hs (FAST/VDSL selection), G.fast, VDSL,
MELT+SELT (line tests)

A Passive Optical Networking (PON):
A SDN access node

A Participation to the IETF hackathon
A Integration with the YANG catalog
A Updated their licensing terms: all work-in-progress YANG modules now in
github, to be picked up this toolchain

A Location:ttps://github.com/YangModels/yang/tree/master/standard/bbf
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CablelLabs
CableLabs

A CCAPv3.1 system configuration and state
A RPHY Configuration

A Location:
A http://mibs.cablelabs.com/YANG/DOCSIS/

A The new YANG Models developed by the VPI WG will also be published at the
same location in a couple of weeks.

19
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http://mibs.cablelabs.com/YANG/DOCSIS/

OPENCONFIG {GPENCONFIG

A Operators-led YANG models

A Google, AT&T, British Telecom, Microsoft, Facebook, Comcast, Verizon,
Level3, Cox Communications, Yahoo!, Apple, Jive Communications,
Deutsche Telekom / TeraStream, Bell Canada

A Focus: 93 network elements YANG models
A Routing (BGP, ISIS, rib, network-instance), routing policy, interfaces
A Layer2 (vlan, spanning tree), ACL, optical transport, mpls, etc.

A Some YANG models not completely aligned with the IETF

A Location:

www.openconfig.net

A https://github.com/openconfig/public
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OPENCONFIG {GPENCONFIG

A Streaming Telemetry specifications and configuration

A gRPC Network Management Interface (gNMI)
A Protocol: gRPC
A Encoding: protobuf

www.openconfig.net
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https://github.com/openconfig/public/blob/master/release/models/telemetry/openconfig-telemetry.yang
https://github.com/openconfig/reference/tree/master/rpc/gnmi

DMTF D]
DMTF

A Redfish: goal of addressing all the components in the data center
with a consistent API

A Goal: use the networking YANG models developed in the IETF,
convert them to CSDL (common schema definition language: a
JSON encoding of Odata

A YANG to CSDL specifications, to convert the IETF networking YANG
models.

A Goal: YANG device profile for data center network switches - top-of-
rack switches
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https://www.dmtf.org/sites/default/files/standards/documents/DSP0271_0.5.6.pdf

MEF MEF

A two standard device-level YANG Models (quite old, proposal to update them)

A MEF 38 is Service OAM Fault Monitoring (CFM)
A MEF 39 is Service OAM Performance Measurement (G.8013/Y.1731 PM)

A Open projects to create YANG models for:

A Carrier Ethernet services, i.e. API from business apps to service orchestrator ("legato”),
for EVC based services as defined in MEF 10.3 and OVC based services as defined in

MEF 26.2

A Network Resource Provisioning, i.e. APl from Service Orchestrator to Domain Controller
("presto”)

A IP Services expected to eventually augment IETF L3SM model

A Note: YANG for inter-provider APIs also expected.

A Location (for MEF members):
A https://wiki.mef.net/display/MTA/YANG+Modules+for+MEF+Services

A Github
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https://www.mef.net/Assets/Technical_Specifications/PDF/MEF_10.3.pdf
https://www.mef.net/Assets/Technical_Specifications/PDF/MEF_26.2.pdf
https://wiki.mef.net/display/MTA/YANG+Modules+for+MEF+Services
https://github.com/MEF-GIT/YANG/tree/develop/src/model

MEF Architecture
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