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Telco Services 

ÁSoftware-Defined Infrastructure 

ÁOpen Hardware and Software 

ÁUniversal Platform for Diverse Applications 

ÁSoftware-Defined RAN 

ÁNetwork & Service Slicing 

ÁNext-Generation OSS (TANGO) 

ÁUltra High Data Rate 

ÁLow Latency 

ÁMassive Connectivity 

ATSCALE: Scalable, Cognitive, Automated, Lean, E2E 
COSMOS: Composable, Open, Scalable, Mission-critical Optimized System 

All-IT Infrastructure  



Operational Intelligence 

Á E2E monitoring and analytics for global orchestration and 

management 

Á Disaster prediction and recovery 

Á Security 

Bandwidth-on-demand service 

Á Data center interconnection - stretching SDN coverage to the 

transport layer 

Á Data center backup and virtual machine migration  

Performance and reliability 

Á Open source software performance and reliability 

Á Provisioning and live migration speed 

Á SDN controller and switch performance 

   Static            Dynamic 

Manual            Automated 

Cloud Core 

Cloud RAN/Core 

New RAT 

On-Demand 

Virtual Network Slice 

Mobile Traffic Explosion  

All-IT Network Architecture and Challenges 
 



TiNA for COSMOS Network Monitoring 

TiNA: SKT integrated Network Analyzer 

Á Unified network monitoring and operating 

solution for software-defined data center 

You Can't Manage What You Can't See 

Network visibility is extremely important 
to network providers for managing All-IT 
Infra. 

ÁTroubleshooting application performance 

issues 

ÁMonitoring application performance and 

reliability 

ÁEnsuring network scalability 

ÁProtecting and securing the network 

ÁManaging complex network infrastructure 

Network Visibility 
 



TiNA: SKT integrated Network Analyzer 

 

Unified network monitoring and operating solution  

which includes essential systems and tools for network health monitoring, traffic 

monitoring, packet analysis, session analysis, and troubleshooting. 

 
Tennant traffic monitoring 

 
Physical/virtual network visualization 

End-to-end flow monitoring 

 
Pakcet-Level:    Packet into flow aggregation      Connection performance analysis 

Flow-Level:      Tennant traffic classification        Top-N conversations     E2E Flow Path Calculation 

 

On-demand packet brokering 

w/ filtering/replication/aggregation 

 

SNMP 

sFlow, NetFlow 

 
Flow-aware high speed  

packet dump 

Fast Packet Processing 

DPDK based I/O, support L2-L4, VXLAN, ERSPAN, é. 

Service-Centric Network Monitor 3D Network Visualization 

Network Analyzer 

Network Probe Network Packet Broker Packet Capture Appliance 

X86  
Commodity  
Servers 



 

T-CAP is a converged network appliance, 

which integrates high performance Xeon server with data center switch 

T-CAP: SKT-Converged Appliance Platform 



Developed by using open source and open hardware 

TiNA & T-CAP Development 



TiNA Overview 

TiNA consists of 6 systems in which each system can be deployed as a standalone 
appliance or systems can be bundled together according to the use-case.   

ÁNetwork Packet Broker 

V Brokering network traffic from multiple mirror or taps according to the demand of multiple monitoring devices 

ÁNetwork Probe 

V Supporting network and traffic monitoring protocol such as  SNMP and sFlow 

ÁNetwork Analyzer 

V Packet-level: Aggregates packets into flows and measures various TCP statistics 

V Flow-level: Tennant traffic classification, Top-N Conversations, E2E flow path calculation 

ÁPacket Capture & Analysis Appliance  

V High speed packet capture appliance supporting up to 40Gbps traffic 

Á3D-Based Network Monitor 

V Supporting intuitive network monitoring and operation by efficiently visualizing complex network topology and traffic flow  

ÁService Centric Network Monitor 

V Classifying tenant traffic and collecting various network traffic statistics of cloud data center 



Flow-level network analyzer 

Á support analyzing millions of information of nodes, links, and traffic flows by using spark streaming engine 

Packet-level network analyzer 

Á TCP connection analyzer support up to 1million TCP flows 

Á Packet into Flow Aggregation : support up to 200K new flow arrivals per second 

Network Packet Broker 

Á Virtual and physical NPB, vNPB supports 40Gbps packet filtering & forwarding performance 

Packet Capture Appliance  

Á 40Gbps packet capture system with 24 HDDs 

Low Cost   

Á implemented on x86 commodity hardware by leveraging DPDK fast packet processing framework 

TiNA Specifications 
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Rack#2 

Mirror, sFlow, SNMP  

Mirror, sFlow, SNMP  

T-CAP 
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Service-Centric  
Network Monitor  

3D 
Network  

Visualization  

Packet-Level  
Network Analyzer  

Network Probe  

Network Packet Broker  

Packet  
Capture  

Appliance  

Flow-Level  
Network Analyzer  

Network Monitoring with TiNA  



Connection Analyzer 

Packet into Flow Aggregation 

TCP Connection Analysis 

Packet-Level  

Network Analyzer 

Network Probe 

Packet-Level  

Network Analyzer 

Network Probe 

NPB 

 

 

 

 

NPB Controller 

NPB Fabric 

x86 

vNPB 

SNMP/sFlow Collector 

Packet into Flow Aggregation 

TCP Connection Analysis 

SNMP/sFlow Collector 

Virtual network packet broker 

OpenFlow based packet 

broker 

T-CAP 

T-CAP 

Commodity Server 

Packet-Flow Analysis with T-CAP  



     TCP Connection Performance Analysis 

Á TCP Connection Setup Time, Connection per Sec, SYN/FIN Count, Retransmission 

Rate, Zero Window, App Response Time 

Á Determine whether the network problem is the application or the network 

Packet-Level Network Analyzer:  

Connection Analyzer 


