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I'/'\'I O m S All-IT Infrastructure
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Telco Services
A Ultra High Data Rate

> A Low Latency

A Massive Connectivity

Connected Cars

Smart Home J

> A SoftwareDefined RAN
A Network & Service Slicing
A NextGeneration OSS (TANGO)

Virtualized N/W functions

Cloud RAN Cloud Core i

\

R

A SoftwareDefined Infrastructure
A Open Hardware and Software
A Universal Platform for Diverse Applications

Virtual infra management \

x86-based general-purpose H/W

ATSCALBcalable, Cognitive, Automated, LeBBE
COSMOSComposableOpen, Scalable, Misskanitical Optimized System



Q mS All-IT Network Architectureszand Challenges
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Performance and reliability

A Open source software performance and reliability
A Provisioning and live migration speed
A SDN controller and switch performance

Bandwidth-on-demand service

.i A Data center interconnection - stretching SDN coverage to the
transport layer
J N, A Data center backup and virtual machine migration
. . . ' On-Demand
Mobile Traffic Explosion d Operational Intelligence

Virtual Network Slice
A E2E monitoring and analytics for global orchestration and

management

A Disaster prediction and recovery

Static Dynamic



v S @IS Network Visibility
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TiNA for COSMOS Network Monitoring
You Can't Manage What You Can't See _ _

TINA: SKT integrated Network Analyzer
Network visibility is extremely important

_ _ A Unified network monitoring and operating
to network providers for managing All-IT

solution for software-defined data center

Infra.
< . . . Service Orchestration
ATroubleshooting application performance
iSSUGS Open API (for Infrastructure Management)
- . . . . el Hybrid Resource Management Monitoring & Analytics
AMonitoring application performance and .
reliabil |ty OS/SW Provisioning Datacenter Visibility | 3DV
. ] . Kubernetes - Control Plane Orchestration
AEnsuring network scalability

AProtecting and securing the network

Container
Baremetal Deployer SO OpenStack !%ep_h\ Sl
VM

Container | Monitoring

AManaging complex network infrastructure

@]
Q

—— TiNA
| SONA Network Monitoring)|:|




TINA: SKT integrated Network Analyzer

Unified network monitoring and operating solution
which includes essential systems and tools for network health monitoring, traffic
monitoring, packet analysis, session analysis, and troubleshooting.

Service-Centric Network Monitor 3D Network Visualization

Tennant traffic monitoring Physical/virtual network visualization
End-to-end flow monitoring

Network Analyzer

Pakcet-Level: Packet into flow aggregation = Connection performance analysis
Flow-Level:  Tennant traffic classification Top-N conversations E2E Flow Path Calculation

Network Probe Network Packet Broker Packet Capture Appliance

SNMP On-demand packet brokering Flow-aware high speed
sFlow, NetFlow w! filtering/replication/aggregation packet dump

X86 e D
Commodity e
Servers




Q I”WS T-CAP: SKT-Converged Apphiance Platform
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T-CAP is a converged network appliance,
which integrates high performance Xeon server with data center switch

T-CAP T-CAP Use Cases
Converged Network Appliance

Network Applications on ToR Switch

Convergence of switch and server

. . . —
« Open hardware Load Balancing, Firewall, 3" Party Applications

» High computing on a switch
+ Lower cost due to convergence
+ Simpler deployment and operation Data Backup & Network Analytics

Network Traffic Backup and Monitoring

[ ] ]
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Overlay Gateway for Virtual Network
VTEP(VXLAN Tunnel End Point) Node
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. = (10/40/100G)
. | Storage
pr. E |_.'h g

D PE I'I OCP Contribution :intel ' Co-operation with

muieroec 38 @ open hardware high performance N/W Controller



TINA & T-CAP Development

ZS ONS
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Developed by using open source and open hardware

DPDK YRR
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DATA PLANE DEVELOPMENT KIT

<3
Spark
§g kafka Streaming

MariaDB

4 Open OV

Open vSwitch

OPEN

Compute Project
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v S @IS TiNA Overview
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TiINA consists of 6 systems in which each system can be deployed as a standalone
appliance or systems can be bundled together according to the use-case.

A Network Packet Broker

V Brokering network traffic from multiple mirror or taps according to the demand of multiple monitoring devices
A Network Probe

V  Supporting network and traffic monitoring protocol such as SNMP and sFlow
A Network Analyzer

V Packet-level: Aggregates packets into flows and measures various TCP statistics

V Flow-level: Tennant traffic classification, Top-N Conversations, E2E flow path calculation
A Packet Capture & Analysis Appliance

V High speed packet capture appliance supporting up to 40Gbps traffic
A 3D-Based Network Monitor

V Supporting intuitive network monitoring and operation by efficiently visualizing complex network topology and traffic flow
A Service Centric Network Monitor

V Classifying tenant traffic and collecting various network traffic statistics of cloud data center



v S @IS TiNA Specifications
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Flow-level network analyzer

A support analyzing millions of information of nodes, links, and traffic flows by using spark streaming engine

Packet-level network analyzer

A TCP connection analyzer support up to 1million TCP flows

A Packet into Flow Aggregation : support up to 200K new flow arrivals per second
Network Packet Broker

A Virtual and physical NPB, vNPB supports 40Gbps packet filtering & forwarding performance
Packet Capture Appliance
A 40Gbps packet capture system with 24 HDDs

Low Cost

A implemented on x86 commodity hardware by leveraging DPDK fast packet processing framework



> 3 QHS Network Moanitoring with TiNA
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Mirror, sFlow, SNMP

Mirror, sFlow, SNMP Packet-Level
Network Analyzer

Network Probe

Network Packet Broker

Flow-Level
Network Analyzer Packet

Capture

L2 Appliance

Network
Visualization

Service-Centric
Network Monitor




|'/'\'| Q mS Packet-Flow Analysis with T-CAP
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Packet-Level Packet into Flow Aggregation
Network Analyzer TCP Connection Analysis
Network Probe SNMP/sFlow Collector
Virtual network packet broker
T-CAP Commodity Server
Connection Analyzer
Packet-Level Packet into Flow Aggregation
. > Network Analyzer TCP Connection Analysis
] fi = Server Network Probe SNMP/sFlow Collector
§ ST - (Dual E5 Xeon)
e NPB
m.; Switch _ OpenFlow based packet
% (10/40/100G) - broker

. [ ] Storage >
m B, oo Pe Fabric



I'/'\'I Q HS Packet-Level Network Analyzer:

Connection Analyzer

TCP Connection Performance Analysis

A TCP Connection Setup Time, Connection per Sec, SYN/FIN Count, Retransmission
Rate, Zero Window, App Response Time

A Determine whether the network problem is the application or the network



