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What You Will Learn today (By Demonstration)

A 10,000 Foot Views of Software Defined Networking (SOp@nDaylighODL) and Service Function Chains
(SFC)

A Solvereal world datacenter problems wittODL
A RESTCONF API
A ODL Service Function Chaining

A Feelfree to contact me for any details | don't cover here
|sobanski@solers.com

https://ask.opendaylight.org/users/420/runamuc¢k
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Top three emerging technologies of the decade?

Aaé Ol 1SX
A Big Data
A DevOps
A Software Defined Networks

Any Others? * OO0
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N 1SON Hype? o

Aa. A3 5Deudphdve/ckar applications and use cases but Software Defined Networks appears to |
solution in search of a problebe
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A "SDN/ NFV only applies to Greenfield Architectures."

These slides will prove these opiniomsong
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nWho cbhoutem®t wor ks ?0

AAnswer: You Do! Netwotktencyand/ orlossbreaks services.

Error

There is a problem connecting to
Netflix. Please try again later (1011).

T m——\
Retry
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NLatency and Loss doesnot

Aa[lFGSyOe |yR [2&aack LU@S 320 R21Sya 2F mnDo69

A Layer 2: Spanning tree protocol
A Blocks all but one path to prevent loops
A (Enable LACP/ LAG)

A Layer 3: Shortest path first
A Sends all traffic through a congested "one hop" path over a wide open "two hop" path

A (Try Traffic Engineering)

A Layer 4: Default TCP buffers
A Small buffers mean more round trips. Latency throttles throughpuit.

A (Tune the buffer)

Youneed to care about the network!

apply

1J2 NTAHHHE
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What are Network Services?

A Familiar Network Services
A Load Balancing
A Firewall
A Deep Packet Inspection (DPI)
A Access Control Lists
A Parental Control

A Other Network Services
A "Global State" (Routing)
A Broadcast Domain Scoping (VLAN)
A Resource Signaling
A Prioritization and Preemption
A Multicast

A N-Cast OPEN

DAYLIGHT
S UMMIT
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10,000 Foot Overview

A 10,000 Foot view of SDN
A At any give time, use a centralized controller to move data through your network equipment as you see fit

A Doesn't seem like a big deal to naetwork types but this is incredibly powerful!

A 10,000 Foot view dDpenDaylight
A Allows you to install network services as "Apps"
A Provides a single REST API to configure heterogeneous hardware
AcKAA A&ad | ay2 ONIXAYSNE F2NJ RSOSt2LISNR o6dzi Aa 1! D9 F2N

A 10,000 Foot view of Service Function Chains
Aa{ SNIBAOS hOSNI I &¢
A Divorce Network Services From Topology

OPEN
A For more detail see: DAY |_|GHT
A https:// www.opennetworking.org/sdaresources/sdrdefinition Ss U MM I T

A http:// www.opendaylight.org/project/technicabverview
A https:// wiki.opendaylight.org/view/Service_Function_Chaining:Main 8
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A Little More Detall: SDN Layers

A Top Laye”, Northbound
A Network Apps & Orchestration
A Business logic to monitor and control network behavior
A Thread services together

A Middle Layey, Controller Platform
A Exposes "Northbound" APIs to the Application layer

A Lower Laye”, Southbound
A Command and control of hardware
A Network Devices (Physical or Virtual)

A Switches, Routers, Firewalls etc

OPEN

DAYLIGHT
S UMMIT
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A Little More Detail: OpenDaylight

A OpenDaylight
A Open source project

A Modular/ Pluggable and flexible controller platform
A Java Virtual Machine (JVM)
A Dynamically Pluggable Modules for Network Tasks
A OSGiramework (local applications)/ bidirectional REST (local or remote) for the northbaRhd

A Network Apps
A House business logic and algorithms
A Gather network intelligence from theontroler
A Run algorithms to perform analytics
A Orchestrate new rules (if any) via controller

A Southbound
A OpenFlowl.3, OVSDB, SNMR, |

A Service Abstraction Layer links Northbound to Southbound OPEN

DAYLIGHT
S UMMIT
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A Little More Detail: ODL

OPEN  “Lithium”
DAYLIGHT

Example OpenStack Use Case
The OOL Neutron APt 10 the OpensStack Nes
server to handle Tk service

9

DLUX provides a modern graphical user interface DLUX OpenStack J
for simplified setup and admie ) d Neutron

AAR<AuthN Filter

Additional Services that could be added on to base use case:

LiSP GBP DOCSIS
Service Service Abstraction
VIN
Manager

Additional plugins that base use case could be extended to:
Service Abstraction Layer (SAL)

Neutron
(Plugin Manager, Capability Abstractions, Flow Programming, Inventory, etc.) [l Northbound NETCONF J PCMM/COPS
Base Services and MD-SAL defiver OpenFlow

ASA, OVSDB & Neutron services are
the core controBier operations o111 m enabled to deliver features required HIT® SNMP SXP ALTO OPFLEX
The Openfiow and OVSOB abie the control of Open vondach PCEP
agents that provide network senvices to each OpenStack VM

10 support Opensaxck
Open vSwitches on Each

OpenStack Host

OpenDaylight APIs (REST)

Base Network Service Functions

Topology Stats Host
Mana, Manager Track:
ger 25 ¢ or OVSDB

Peocessing

Neutron

OPEN

DAYLIGHT
S UMMIT
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A Little More Detail: SFC

Al C/ SylrofSa | GdaASNWAOS (2Lkf23e:¢
AhGSNI & odaAafld a2y (2L 27 SEAAGAY3T V¥
AUse any overlay or underlay technology to create service paths
AVLAN, ECMP, GRE, VXLAN, etc

ASFC provides resources for consumption
A Service Topology connects thassources

AQuickly/ Easily add new serviftections

ARequires no underlying network changes OPEN

DAYLIGHT
S UMMIT
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One Caveat Before we begin

A WARNING: Softwai@efined Networking is incredibfyowerful!

A Youmust protect yourSouthboundnterfaces with the same regard as a firewall or any motileges
A ODL accommodates TLS for Southbound interfaces

A The security, identity andureaucratiogplanes are orthogonal to theechnologyplane we discuslere

A Wedo not discuss security, identity or policy but you must consider them \ahamitectingyour ODL
solution

OPEN

DAYLIGHT
S UMMIT
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One more Caveat

A WARNING: ifou are not a handsn network engineer, this presentation may "spoil" you.

A To provide the following two OPSCON using legacy protocols may be impossible and at the very least requires inte
disciplined meticulous network engineering.

OPEN

DAYLIGHT
S UMMIT
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DP| Bypass

Approach #1: RESTCONF API
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OPSCON #1: Deep Packet Inspection Bypass

AThis scenario investigates how to reduce latency
A You have a data center that performs deep packet inspection (DPI) fomieteork flows
A DPI injects latency into the end to end (E2E) flow and increases Round Trip Time (RTT)

ReminderNetwork latencyand loss breakservices!
34 OPEN

S UMMI T
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Topology

A Network gateways in Firewall/ DPI appliance

A VLAN steer (bent pipe) traffic through DPI (via gateways) for-irgework flows
A Can we create logic to DPI only once?

OPEN

DAYLIGHT
S UMMIT
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One Approach

APut logic (i.e. rules) in the DPI appliance to bypass certain flows
AThis, however consumes resources and can saturate the backplane




Better Approach

AUse theOpenDaylightontroller and put logic in the switch!

Put logic here!

* OPEN

S UMMI T
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OPSCON #1 Detailed Topology

S ip route add 10.0.3.0/24 via 10.0.2.1

r0
Data Center #1
Firewall
A B
10.0.1.1/24 10.0.2.2/24
ro-ethl rO-eth2
h1l v

LT L]

Host Flow #1

Sip route add 10.0.1.0/24 via 10.0.2.2

rl

Data Center #2
Firewall

[o]]c |

10.0.2.1/24 &
rl-ethl

10.0.3.1/24
rl-eth2

Y

Data Center Switch 2

[~ ]

Y

Data Center Switch 1

Source

]

s1
10.0.1.101/24

S ip route add default via 10.0.1.1

Switch 2 OpenFlow logic: If the
source net = 10.0.1.0/24 then
bypass the firewall and send it

to the Server (h3)

52

(5]

Host Flow #2 Source

(<]

Destination Server

h2

10.0.2.101/24

S ip route add default via 10.0.2.1
S ip route add 10.0.1.0/24 via 10.0.2.2

h3
10.0.2.101/24

S ip route add default via 10.0.3.1

Ix
S U
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DPI Bypass Demo

Approach #1: RESTCONF API
Note: This section will be a live demonstration

21



Step 1: Start ODL Platform via Client

ubuntu@ovs2:~% ! /h
Shome /ubuntu/distribution-karaf-é.3._.8-Lithium/bin,/karaf -ofl3

Hit "<tab»” for a list of awvailable commands
and "[emd] --help” for help on a specific command.
Hit "<ctrl-d>»” or type "'system:shutdown® or "logout” to shutdown OpenDaylight.

i >feature:install odl-12switch-switch-ui




Validate Topology

je** Creating network
e+ Adding controller
*** Adding hosts:

1 h2 h3 ré ri

e+ Adding switches:

e Adding links:

(h1, s1) (h2, s2) (h3, s2) (s1, r@) (s1, r@) (sl1, s2) (s2,
pe** Configuring hosts

1 h2 h3 ré rl

f*** Starting controller

ek Starting 2 switches
* Routing Table on Router:

Routing Table on Router®@:
ernel IP routing table

rl) (s2,

Destination Gateway Genmask Metric Ref
*

e.e.1.e 255.255.
e.e.2.0 = 255.255.
18.e.2.1 255.255.

e
e
e

Gateway Genmask Metric Ref

18.6.2_2 255.255.
e 255.255.
255.255.

=]
e
5]

Metric Ref

fe** Starting CLI:

pingall

testing ping reachability
h3 ré rl

h3 ré ri

h2 re

h2

h2 h3

f*** Results: 8% dropped (28/28 received)

ininet>

5]
=]
e

rl)

S

Iface

ré-ethl
ré-eth2
ré-eth2

Iface

rl-ethl
rl-ethl
rl-eth2

u M M

-



ODL Shows the Layer 2 Interfaces

host:f2:3e:8dyad:71:07

8 3:74:5c:64:e5

host:fe:2f:25:

host:eG:9ciea:93:f9:f8

host:be:7h:bl:9d:6a:a2

host:32:69:91:b0:5a:1 4 * ODEN

host:6e:83 :eb:69:b7:d1 S U M M | T
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Baseline: Two DPI = Severe Latency

APing from Client (h1) to Server (h3) shows AGtatency

mininet > h1 ping h3 PING 10.0.3.101 (10.0.3.101) 56(84) bytes of data.

64 bytes from 10.0.3.101: icmp_seq =1 ttl =62 time=42.1 ms
64 bytes from 10.0.3.101: icmp_seq =2 ttl =62 time=41.3 ms
64 bytes from 10.0.3.101: icmp_seq =3 ttl =62 time=41.1 ms
NC

--- 10.0.3.101 ping statistics
3 packets transmitted, 3 received, 0% packet loss, time 2003ms
rtt  min/ avg/max/ mdev =41.119/41.546/42.143/0.465 ms

* OPEN

S UMM
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Baseline: End to End (E2E) Path

ATracerouteshows a path through the two DPI gateways, as expected

mininet >hl traceroute -n h3

traceroute to 10.0.3.101 (10.0.3.101), 30 hops max, 60 byte packets
1 10.0.1.1 21.180 ms 21.028 ms 20.837 ms
210.0.2.1 42.565 ms 42.482 ms 42.418 ms
3**10.0.3.101 43.144 ms

mininet >

* OPEN

S UMM
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Configure Switch via ODL Platform REST AP

hittp/f31.220.71.123:81 81 restconf/configfopendaylight-inventory: nodes/node/openflow 2/ table/0fflow 202

GET POST = PUT PATCH DELETE HEAD OPTIONS Other

Raw Form Headers

Accept: application/xml
Authorization: Basic

Raw Form Files (0) Payload

<japply-actions> -
</instruction:

</instructions>

<match>

< t-match> -
-type> -
application/xmi w | Set "Content-Type" header to overwrite this value.
Clear Send

Status 200 OK Loading time: 180 ms
Request Accept: applicationfxml
headers Origin: chrome-extension:/hgmloofddfidnphfgcellkdfbfhjeloo

A User-Agent: Mozilla/5.0 (Windows NT 6.1, WOWE4) AppleWebKitB37 36 (KHTML, like Gecko) Chrome/d3.0.2357 130 Safari/s37.36

CSP: active

Authorization: Basic YWRiaW45YWRtaW4=
Content-Type: applicationfml
Accept-Encoding: gzip, deflate, sdch
Accept-Language: en-US en;q=0.8

Cookie: _sm_au_c=ivVWVRNwE12ZW]ZDWFOd

Response Access-Control-Allow-0Origin: chrome-extensionhamicofddifdnphigcellkdibibjeloo
headers Access-Control-Allow-Credentials: true

Access-Control-Expose-Headers: location
Content-Length: 0 .

Server: Jetty(8.1.15v20140411)

S UMM
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Configure Switch via ODL Platform REST API

A Usethese headers:

Accept: application/xml
Authorization: Basic YWRtaW46YWRtaWw4

A Then post the followinglows (next slidejo Switch 2's table zero:
PUT flow with ID 202 to

http://<controller_ip>: 8181/restconf/config/opendaylight -
inventory:nodes/node/openflow:2/table/0/flow/202

PUT flow with ID 303 to

http://<controller _ip>: 8181/restconf/config/opendaylight -
Inventory:nodes/node/openflow:2/table/0/flow/303

* OPEN

S UMM
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RESTCONF Flows (XML)

=<?wml version="1.0"7>
=<flow =mins="wurn:opendaylight:flow:inventory”™ >
<flow-mame = Foo</flow-namea =
<id>=202<=/id=
- <instructions>=
- =linstruction>
<prder>=0<//order>=
- =apply-actions>=
- =actiomn>
=<order>z1-<forder>
- =oputput-action=
=max-length=0</max-leangth >
< gutput-node-connector > 4= foutput-node-connector>=
</output-action =
=faction>
- =actiomn>
<prder>=0< forder>=
- =sek-field=
- <ethernet-match >
- <ethernet-destination >
<address =FG:2F:25:06:AB: 27 < /address =
= fethernst-destination >
=fetharnet-match =
</set-field=
=/action:=
< Japply-actions >
= finstruction>=
=/instructions =
- <match=
<ipwvd4-destination =>=10.0.2.101 /22 fipvd-destination >
- <=ethernet-match =
- <ethernet-typa=
=<type=2048 </ typa>
<fethernst-type=>
=</athernet-match=
=< /match>
< priority =200</priority =
=flags/ >
<table_id=0D<=/table_id=
<hard-timeocut>=0-</hard-timeocut=>=
<idle-timeout =0=fidle-timeout>
=cookie=0</cookie=
= fflove=

<?xml version="1.0"7>
<flow xmins="wrn:opendaylight:flow:inventory™ >
=< flow-mame > Foo2 < /flovw-nams >
<id =303 </id>
- =instructions =
- <instruction>
<grder>=0-=/order>
- =apply-actions>
- =action>
=<grder>=1-</ order>
- =output-action >
<max-length>=0</max-length =

<putput-node-connector>5</foutput-node-connector>

< foutput-action =
=<Sfaction>=
- =action>
=<grder>=0-</order>
- <set-field=
- <ethernet-match=
- =ethernet-destination>
<addrass >F2:ZE:8D:A4:F1:0F < /address >
<= fatharmet-destination =
= fethernst-match =
=<fsat-fiald =
<faction>=
</fapply-actions =
= finstruction >
< finstructions >
- <match=
<ipwvd-destination>10.0.1.101 /32 </ ipvd4-destination >
- <ethernet-match >
- =ethernet-typa=>=
<type>=2048</typa>
=/athermet-typa=>=
<fathernst-match =
</match=
< priority =200 </ priority =
<flags), >
<table_id=0<=/table_id=>
<hard-timeout=0</hard-timeout=
<idle-timeout>0-=/idle-tim=out>
<cookie=D1=/cookie>
=</ flowr=

S U M

M
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The Switch Accepts the Flows

$ sudo ovs-ofctl -O OpenFlowl3 dump -flows s2

cookie=0x0 , duration=350.260s, table=0, n_packets =0, n_bytes =0,
priority=200,ip,nw_dst=10.0.3.101 actions=set_field:f6:2f.25:06:ab:27 -
>eth_dst,output:4

cookie=0x1 , duration=33.552s, table=0, n_packets =0, n_bytes =0,
priority=200,ip,nw_dst=10.0.1.101 actions=set_field:f2:3e:8d:a4:71.07 -
>eth_dst,output:5

* OPEN

S UMM

30



Latency Reduced

APing now shows that the second, slow DPI is no longer in the path:

mininet > h1 ping h3
PING 10.0.3.101 (10.0.3.101) 56(84) bytes of data.

64 bytes from 10.0.3.101: icmp_seq =1 ttl =63 time=21.3 ms

64 bytes from 10.0.3.101: icmp_seq =2 ttl =63 time=20.9 ms

64 bytes from 10.0.3.101: icmp_seq =3 ttl =63 time=20.7 ms

"NC

--- 10.0.3.101 ping statistics

3 packets transmitted, 3 received, 0% packet loss, time 2002ms

rit  min/ avg/max/ mdev =20.713/20.983/21.320/0.252 ms
OPEN
DAY LIGHT

S UMMI T
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Latency Reduced

ATracerouteConfirms that the flow bypasses the second DPI

mininet > hl traceroute -n h3

traceroute to 10.0.3.101 (10.0.3.101), 30 hops max, 60 byte packets
1 10.0.1.1 21.117 ms 20.796 ms 20.423 ms
2 10.0.3.101 24.597 ms 24.477 ms *

* OPEN

S UMM
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DPI Bypass Demo

Approach #2: ODL SFC



A Little More Detail: ODL

The OOL Neutron APt
sorver to handle

10 the Openstack N
1 Service request

DLUX provides a modern graphical user interface DLUX Openstack J
for simplified setup and admie ) d Neutron

AAR< AuthN Fliter

OpenDaylight APIs (REST)

Base Network Service Functions

Topology Stats Switch Host
Manager Man T Manager Tracker
$ b 2 OVSDB

Neutron

Neutron

Service Abstraction Layer (SAL)
Northbound

(Plugin Manager, Capability Abstractions, Flow Programming, Inventory, et<.)

OpenFlow AAA, OVEDE & Neutron services are
enabled to delever features required

10 support Openseack

Base Services and MD-SAL defiver
the core controlier operations

190 12 Tre

The OpenFiow and OVSOB P s enable the control of Open vandich
agents that provide network services to each OpenStack VM

Open vSwitches on Each

OpenStack Host

OPEN

DAYLIGHT

“Lithium”

Example OpenStack Use Case

Additional Services that could be added on to base use case:

Abstraction

Peocessing

SFC ) L2 Switch

ewas

USCMBTs Manager

Additional plugins that base use case could be extended to:

CAFWAP n NETCONF § PCMM/COPS usc

34
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A1l. Register Firewalls in service pool
AG{ SNIWAOS Cdzy OUuUA2yact
A2. Configure switches to forward

SFC Approach: Create a nsS
packets based on controller logic

% %
Aad{ SNIWAOS Cdzy OllA2y C2

etwor @ @ @ @ e A3. Configure SFC Logic
s A X

Client bél\éljl {f)\Ré

@

Controll ‘
ontroller % * OPEN
@ S UMMI T
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SFC Workflow (Highly Abstracted!)

ARegister (Previous Slide)
A Service Functions (ApplianceshKA Network Services
A Service Function Forwarders (ODL SFC Controlled Switches)

Al NEIFGS { SNYBAOS CdzyQuAz2y a/ KIFAyacté
A/ KFAyé 2F bSaoe2N] { SNIAOSaA
A 1.e. First Firewall, then Apply Parental Control, then Virus Scan etc.

A Create Service Function Paths and Rendered Service Paths

A Selects path through actual appliance (SF) instances e.qg.
A RSPIL = Firewalll, ParentalControt1, VirusScanl
A RSP7 = FirewalB, PatentalControt1, VirusScanr2

Al NBI OGS &/ tFaarTAiASNE OPEN
A Apply SFC to flows . UDQYI\LA'GIHI

#ODSummit
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DPI Bypass Demo

Approach #2: ODL SFC
Note: This will be a live demo

Basedon: https://lists.opendaylight.org/pipermail/sfdev/2015July/001408.html
by BradyJohnsorand RicardoNoriegaat Eicsson.com

37


https://lists.opendaylight.org/pipermail/sfc-dev/2015-July/001408.html
https://lists.opendaylight.org/pipermail/sfc-dev/2015-July/001408.html
https://lists.opendaylight.org/pipermail/sfc-dev/2015-July/001408.html
https://lists.opendaylight.org/pipermail/sfc-dev/2015-July/001408.html
https://lists.opendaylight.org/pipermail/sfc-dev/2015-July/001408.html
https://lists.opendaylight.org/pipermail/sfc-dev/2015-July/001408.html

n
Baseline

L (- & localhost:8181/sfc/index. html#/sfo/serviceforwarder C"| |C‘g Search

Service Function
Forwarder name

ANo Flows in Switch, No Objects in GUI

#ODSummit

Delete Al

* OPEN
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Configure via REST API

hd OpenDaylight Dlux - Mozilla Firefox

OpenDaylight Dlux * =]

=
€ localhost:8181/sfc/ Ji tmbkg/sfo/serviceforwarder  » L:| |

AAdd SF, SFF, SFC, SFP and RSP~ &=

A G UI POpUlated iFL Service Nodss _ Service Functions  Service Function Chai

A Controller then injects logic into SFF via
flows

Add Service Function Forwarder Create new Open vSwitch bridge

$ sudo ovs-ofctl  dump- flows
sff1 - OOpenFlowl3

#ODSummit

Access Lists/Classifiers  N5SH Metadata IPFIX APPID  System info  Ganfig

@ Firefox automatically sends some data to Mozilla so that we can improve your experience.

| Choose What 1 Shar9| x

* OPEN

S UMM
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Test 1. Configure Classifier to Use RSP-1

tcpdumpshows WGET goes
through both service functions

Total time: 0.341 seconds

SFFL Traffic SFR2 Traffic

* OPEN

S UMMI T
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