
The State of TLS in httpd 2.4The State of TLS in httpd 2.4

William A. Rowe Jr.
wrowe@apache.org
William A. Rowe Jr.
wrowe@apache.org

mailto:wrowe@apache.org
mailto:wrowe@apache.org


Getting StartedGetting StartedGetting StartedGetting Started
● Web references have grown staleWeb references have grown stale
● Guidance is changing annuallyGuidance is changing annually

https://www.ssllabs.com/ssltest/analyze.hthttps://www.ssllabs.com/ssltest/analyze.ht
ml?d=svn.apache.orgml?d=svn.apache.org

● Plain http:// is nearing extinctionPlain http:// is nearing extinction
https://www.eff.org/encrypt-the-web-reporthttps://www.eff.org/encrypt-the-web-report

● Web references have grown staleWeb references have grown stale
● Guidance is changing annuallyGuidance is changing annually

https://www.ssllabs.com/ssltest/analyze.hthttps://www.ssllabs.com/ssltest/analyze.ht
ml?d=svn.apache.orgml?d=svn.apache.org

● Plain http:// is nearing extinctionPlain http:// is nearing extinction
https://www.eff.org/encrypt-the-web-reporthttps://www.eff.org/encrypt-the-web-report



Follow Up-to-date ResourcesFollow Up-to-date ResourcesFollow Up-to-date ResourcesFollow Up-to-date Resources
● Several authors are doing a good job of Several authors are doing a good job of 

explaining TLS issues in clear language.explaining TLS issues in clear language.
● Ivan Ristić's blogIvan Ristić's blog

http://blog.ivanristic.comhttp://blog.ivanristic.com
● Adam Langley's blogAdam Langley's blog

https://www.imperialviolet.org/https://www.imperialviolet.org/

● Several authors are doing a good job of Several authors are doing a good job of 
explaining TLS issues in clear language.explaining TLS issues in clear language.

● Ivan Ristić's blogIvan Ristić's blog
http://blog.ivanristic.comhttp://blog.ivanristic.com

● Adam Langley's blogAdam Langley's blog
https://www.imperialviolet.org/https://www.imperialviolet.org/



Update to Modern ToolsUpdate to Modern ToolsUpdate to Modern ToolsUpdate to Modern Tools
● OpenSSL 1.0.1 provides the necessary OpenSSL 1.0.1 provides the necessary 

TLSv1.2 facilitiesTLSv1.2 facilities
● 1.0.2 is now the recommended version1.0.2 is now the recommended version
● Apache HTTP Server 2.4 connects the Apache HTTP Server 2.4 connects the 

dots for OpenSSL 1.0.1 featuresdots for OpenSSL 1.0.1 features
● 2.4.16 revised the suggested mod_ssl 2.4.16 revised the suggested mod_ssl 

configuration filesconfiguration files

● OpenSSL 1.0.1 provides the necessary OpenSSL 1.0.1 provides the necessary 
TLSv1.2 facilitiesTLSv1.2 facilities

● 1.0.2 is now the recommended version1.0.2 is now the recommended version
● Apache HTTP Server 2.4 connects the Apache HTTP Server 2.4 connects the 

dots for OpenSSL 1.0.1 featuresdots for OpenSSL 1.0.1 features
● 2.4.16 revised the suggested mod_ssl 2.4.16 revised the suggested mod_ssl 

configuration filesconfiguration files



More ReasonsMore ReasonsMore ReasonsMore Reasons
● 2.4.17 introduces ALPN support for http/22.4.17 introduces ALPN support for http/2
● Forward Secrecy, stronger hashes and Forward Secrecy, stronger hashes and 

ECC cryptography all ECC cryptography all requirerequire these  these 
updatesupdates
http://httpd.apache.org/docs/2.4/new_feathttp://httpd.apache.org/docs/2.4/new_feat
ures_2_4.html#moduleures_2_4.html#module

● 2.4.17 introduces ALPN support for http/22.4.17 introduces ALPN support for http/2
● Forward Secrecy, stronger hashes and Forward Secrecy, stronger hashes and 

ECC cryptography all ECC cryptography all requirerequire these  these 
updatesupdates
http://httpd.apache.org/docs/2.4/new_feathttp://httpd.apache.org/docs/2.4/new_feat
ures_2_4.html#moduleures_2_4.html#module



Choose 2?  (Or only one?)Choose 2?  (Or only one?)Choose 2?  (Or only one?)Choose 2?  (Or only one?)
● Confidentiality, performance or Confidentiality, performance or 

compatibility?compatibility?
● Evaluate the scope of confidentially:Evaluate the scope of confidentially:

Value? RoI vs Bitcoin miningValue? RoI vs Bitcoin mining

Trading off for performanceTrading off for performance

Trading off for compatibilityTrading off for compatibility

● Confidentiality, performance or Confidentiality, performance or 
compatibility?compatibility?

● Evaluate the scope of confidentially:Evaluate the scope of confidentially:

Value? RoI vs Bitcoin miningValue? RoI vs Bitcoin mining

Trading off for performanceTrading off for performance

Trading off for compatibilityTrading off for compatibility



ProtocolsProtocolsProtocolsProtocols
● SSLv2 is long dead, SSLv3, and TLSv1.0 SSLv2 is long dead, SSLv3, and TLSv1.0 

are also nearing death, by late 2016are also nearing death, by late 2016
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