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● Produce Software (Supplier/Upstream)

● Choose Software (Consumer/Downstream)

● Operate Software (Use/In Organization)

Three perspectives across the supply chain



How many organizations can answer:

Am I potentially affected by $vulnerability$?  



Or know 
how to 
detect and 
remediate 
software 
supply 
chain 
attacks? 

 
Source: https://www.microsoft.com/security/blog/2020/12/18/analyzing-solorigate-the-compromised-dll-file-that-started-a-sophisticated-cyberattack-and-how-microsoft-defender-helps-protect/



Cost to Remediate?
Cost to developers to fix is small,  cost to users ....

Source: https://www.rollcall.com/2021/01/11/cleaning-up-solarwinds-hack-may-cost-as-much-as-100-billion/

The system outage lasted for more than 40 days 
and the health system reassigned or furloughed 
around 300 workers who were unable to do their 
jobs as a result of the computer outage. UVM 
Health brought in the National Guard's 
cybersecurity unit to help restore the computers. 
During the outage, the health system postponed 
some services. On Dec. 8, UVM Medical Center 
President and COO Stephen Leffler, MD, said the 
health system is losing $1.5 million per day in 
revenue and extra expenses; the health system 
expects the entire incident will cost more than $63 
million by the time it resolves next year.

Source: 
https://www.beckershospitalreview.com/cybersecurity/the-5-most-significant-cyberatt
acks-in-healthcare-for-2020.html

Source: https://www.itpro.co.uk/security/cyber-security/358064/flaws-in-open-source-protocols-expose-millions-of-embedded-devices



“99% of codebases audited in 2019 contained 
open source components. 

Open source made up 70% of the audited 
codebases.” 

 Source: 2020 Black Duck Report



“ We’ve observed double and triple 
digit growth in open source 

component ecosystems for a decade, 
and there is no slowdown in sight.” 

source: 2019 SonaType Report



Source: https://xkcd.com/2347/  This work is licensed under a 
Creative Commons Attribution-NonCommercial 2.5 License.

Most companies 
are not able to  

accurately 
summarize the 
software that is 
running on their 

systems.



Software Bill of Materials (SBOM)

An SBOM is a formal record containing 
the details and supply chain relationships 
of various components used in building 
software. 

These components, including libraries 
and modules, can be open source or 
proprietary, free or paid, and the data 
can be widely available or 
access-restricted.

Source:  NTIA’s SBOM FAQ



What does an SBOM contain? 

Source: NTIA’s Framing Software Component Transparency: Establishing a Common Software Bill of Material (SBOM)  



When should an SBOM be used?

Source: NTIA’s  Survey of Existing SBOM Formats and Standards



Why Should I care about this now?
Detection and remediation of vulnerabilities is costing $$$$ and is motivating 
interest in improving Cybersecurity Supply Chain Management.  

Factors that have contributed to the problems:

› Reuse:  Fast time to market by reusing existing components
› Containers: Components being executed on system are not obvious 
› Software Transparency is an assumed as “pre-requisite” for analysis, 

but may not be machine readable ⇒ manual effort, binary and container 
analysis, trace tools, etc.

Regulatory authorities growing awareness of cybersecurity supply chain 
threats - FDA, FERC…  

In US, NTIA is coordinating to create an industry friendly solution.



Why are you hearing more about them now?

- Supply chain security issues increasingly visible - Solarwinds, etc.
- Seeing as expectation from government & regulatory agencies:  

- in US:  FDA,  NERC   
- in Europe:  ENISA Cybersecurity for Cloud Services



Source: https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-013-1.pdf



Who should use an SBOM?

Any organization concerned about better supporting their 
software products internally, supporting their customers, and 
positively differentiating themselves in the marketplace should 
consider creating SBOMs and providing them to support their 
customers.

An SBOM is commonly required as part of any product’s BOM 
so necessary information is available:

- Contractual - negotiated terms, implementation strategies
- Legal - compliance with licensing and regulatory obligations 
- Technical - identification of software or component dependencies 

and supply chain risk, vulnerability and asset management

Source: NTIA SBOM working group









What do SBOM’s 
look like today? 

Many different 
forms…

Need to 
standardize to 
automate.

Source:https://simplerisk.freshdesk.com/support/solutions/articles/6000230367-what-third-party-
software-is-used-by-simplerisk-and-how-is-it-licensed-



What should a minimum viable SBOM contain?
NTIA SBOM Baseline Definition

Supplier Name Name or identity of the supplier of the component in the SBOM entry, including some capability to note 
multiple names or aliases. 

Component Name Component (and supplier) names can be conveyed using a generic namespace:name construct.

Unique Identifier A unique identifier can be generated and used to help identify components. This identifier could be a 
version 4 or 5 UUID. 

Version String Version information helps to identify a component.

Component Hash Adding a cryptographic hash of the component is the most precise way to identify a binary, as-built 
component in an SBOM. The hash is effectively the unique identifier of a component,  however other 
baseline identification information will be useful and even necessary.

Relationship Relationship is inherent in the design of the SBOM. The default relationship type is includes.

Author Name Author of the SBOM entry (this may not always be the supplier).

Source: NTIA’s Framing Software Component Transparency: Establishing a Common Software Bill of Material (SBOM)  



Current SBOM Format Options Available

SPDX CycloneDXSWID

File formats:  .xls, .spdx, .rdf, .json, .yml, .xml

File formats:  .xml

File formats: .json, .xml



How to represent minimum viable SBOM Info?
NTIA SBOM 
Baseline SPDX SWID CycloneDX
Supplier Name (3.5) PackageSupplier: <Entity> @role 

(softwareCreator/publisher), 
@name

publisher

Component Name (3.1) PackageName: <softwareIdentity> @name name

Unique Identifier (3.2) SPDXID: <softwareIdentity> @tagID bom/serialNumber and 
component/bom-ref

Version String (3.3) PackageVersion: <softwareIdentity> @version version

Component Hash (3.10) 
PackageChecksum:

<Payload>/../<File> 
@[hash-algorithm]:hash

hash

Relationship (7.1) Relationship: 
CONTAINS

<Link> @rel, @href (Nested assembly/subassembly 
and/or dependency graphs)

Author Name (2.8) Creator: <Entity> @role (tagCreator), 
@name

bom-descriptor:metadata/manufactu
re/contact

Source: NTIA’s Framing Software Component Transparency: Establishing a Common Software Bill of Material (SBOM)  



Taxonomy used for Classifying SBOM Tools
Category Type Description

Produce Build Document is automatically created as part of building  an artifact and contains information 
about the build.

Analyze Analysis of source or binary files will generate the SBOM by inspection of the artifacts 
and any associated sources

Edit A tool to assist a person manually entering or editing SBOM data

Consume View Be able to understand the contents in human readable form (picture, figures, tables, 
text.). Use  to support decision making & business processes.

Diff Be able to compare multiple SBOMs and clearly see the differences (e.g. comparing two 
versions of a piece of software)

Import Be able to discover, retrieve, and import an SBOM into your system for further processing 
and analysis

Transform Translate Change from one file type to another file type while preserving the same information.

Merge Multiple sources of SBOM and other data can be merged together for analysis and audit 
purposes

Tool support Support use in other tools by APIs, object models, libraries, or other reference sources



Tool Support for Different SBOM Formats
CycloneDXSWIDSPDX

http://tiny.cc/SWID

http://tiny.cc/SPDX

http://tiny.cc/CycloneDX



Information to Collect per Tool 

Support Produce, Consume, 
Transform

Functionality

Location Website: 
Source: 

Installation 
instructions

How to use

Versions 
Supported

 Tool Template

Support Produce (Analyze, Editl), Consume(View,Diff,Import), 
Transform(Translate, Merge, Tool Support)

Functionality FOSSology is an open source license compliance software 
system and toolkit allowing users to run license, copyright and 
export control scans from a REST API. 
As a system, a database and web UI are provided to provide a 
compliance workflow.
As part of the toolkit multiple license scanners, copyright and 
export scanners are tools available to help with compliance 
activities.

Location Website: https://www.fossology.org/
Source: https://github.com/fossology

Installation instructions https://www.fossology.org/get-started/

How to use https://www.fossology.org/get-started/basic-workflow/

Versions Supported: SPDX 2.1, SPDX 2.2

Example:  FOSSology



How? 

- Common Processes and Norms 
for sharing SBOM Information

- Common Data Formats for 
exchanging SBOM Information

- Commonly available, simple to 
use Tooling for effective & 
efficient communication



OpenChain Specification
Core of the OpenChain Project:

• Current version ISO/IEC 5230:2020. 

• Identifies a minimum level of processes that 
organizations of any size can use to address open 
source compliance issues effectively

• Developed by a broad base of corporate and 
community participants

• Translations in Chinese (Simplified, Traditional), 
Japanese, Korean, Portuguese, Spanish, Italian, 
Polish & German available.



Package Information

SPDX v2.2.1 Document may contain:

Document Creation Information

Package Information

Other Licensing InformationOther Licensing Information

Other Licensing InformationFile Information

Other Licensing Information
Annotations

Other Licensing InformationRelationships

Other Licensing InformationSnippet Information

Charter:  To create a set of data exchange 
standards that enable companies and 
organizations to share human-readable and 
machine-processable software package 
metadata to facilitate software supply 
chain processes.

Software Package Data Exchange® 
(SPDX®) specification is a standard for 
communicating the component and 
metadata information associated with 
software 



SPDX Specification History
● 2010/02 - specification drafting began in a work-group of FOSSBazaar under Linux Foundation that came 

to be called "SPDX".
● 2010/08 - "SPDX" announced as one of the pillars of the Linux Foundation's Open Compliance Program.
● 2011/08 - SPDX 1.0 specification - handles packages.
● 2012/08 - SPDX 1.1 specification - fixed flaw in verification algorithm
● 2013/10 - SPDX 1.2 specification - improved interaction with license list,  additional fields for documenting 

project info.
● 2015/05 - SPDX 2.0 specification - added ability to handle multiple packages, relationships between 

packages and files, annotations.
● 2016/08 - SPDX 2.1 specification - added snippets,  support for associating packages with external 

reference sources of information about packages, using SPDX License identifiers in files
● 2019/06 - SPDX 2.1.1 - conversion of specification from google docs to github as repository
● 2020/05 - SPDX 2.2 - include SPDX-Lite, more relationships, etc.
● 2020/08 - SPDX 2.2.1 - reformatting and prepared for submission to ISO.
● 2021/03 - ISO DIS balloting completed - specification Approved.
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Underlying Model Supports File Formats 

.xls
(spreadsheet)

.rdf
(RDF)

.spdx
(tag:value)

.xml
(beta 
in 2.2)

.json.yaml



SPDX is being used as a common exchange standard

SPDX 
Tools

Produce: Build Produce: Analyze 

Consume & Transform 
https://spdx.dev/participate/



 SPDX Tools 

Know a tool not 
listed,  feel free to 
add 
http://tiny.cc/SPDX



How to start?

Component Name Supplier 
Name

Version 
String

Author Hash UID Relationship

Application Acme 1.1 Acme 0x123 234 Self

|--- Browser Bob 2.1 Bob 0x223 334 Included in

|--- |--- Compression Engine Carol 3.1 Acme 0x323 434 Included in

|--- Buffer Bingo 2.2 Acme 0x423 534 Included in



SwiftBOM- SBOM generator for demo and PoCs





SPDX 2.2 Appendix VIII: SPDX Lite Profile 

40

Package Information

SPDX v2.2 LITE Profile 
contains:Document Creation Information

Package Information

InformationOther Licensing Information

Other LicenFile Information

InformationAnnotations

InformationRelationships

Other LicensInformationSnippet Information

SPDX # Field Name
6.1 License Identifier
6.2 Extracted Text
6.3 License Name
6.5 License Comment

SPDX # Field Name

3.1 Package Name
3.2 Package SPDX Identifier
3.3 Package Version
3.4 Package File Name
3.7 Package Download Location
3.8 Files Analyzed
3.11 Package Home Page
3.13 Concluded License
3.15 Declared License
3.16 Comments on License
3.17 Copyright Text
3.20 Package Comment

SPDX # Field Name
2.1 SPDX Version
2.2 Data License
2.3 SPDX Identifier
2.4 Document Name
2.5 SPDX Document Namespace
2.8 Creator
2.9 Created



SwiftBOM- SBOM generator - SPDX-Lite option



 SPDX Online Tools - Validate & Convert

Check it out at: https://tools.spdx.org/



More SPDX examples...
https://github.com/swinslow/spdx-examples https://github.com/lfscanning



Benefits from Adopting SBOMs

› Identifying and avoiding known vulnerabilities 
› Quantifying and managing licenses 
› Identifying both security and license compliance requirements
› Enabling quantification of the risks inherent in a software package 
› Managing mitigations for vulnerabilities (including patching and 

compensating controls for new vulnerabilities) 
› Lower operating costs due to improved efficiencies and reduced 

unplanned and unscheduled work. 

These benefits can be seen by those who develop software, 
those who select or purchase software, and those who operate 
software, across every sector.

Source: NTIA’s SBOM FAQ



We hope it will be helpful in your journey to learning more about effective and productive 
participation in open source projects. We will leave you with a few additional resources for 
your continued learning:

● The LF Mentoring Program is designed to help new developers with necessary skills 
and resources to experiment, learn and contribute effectively to open source 
communities.

● Outreachy remote internships program supports diversity in open source and free 
software

● Linux Foundation Training offers a wide range of free courses, webinars, tutorials and 
publications to help you explore the open source technology landscape.

● Linux Foundation Events also provide educational content across a range of skill levels 
and topics, as well as the chance to meet others in the community, to collaborate, 
exchange ideas, expand job opportunities and more. You can find all events at 
events.linuxfoundation.org.

Thank you for joining us today!


